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AT #HEHCDP-IENPLIFEE | @INEELWMERAUTES :

IREEWR. BSERARNRINRRNT

IRERR REES BAhRAS
R1 AR 2220 Version 5.90 ( V200R001C01SPC300)
R2 AR 2220 Version 5.90 ( V200R001C01SPC300)
R3 AR 2220 Version 5.90 ( V200R001C01SPC300)
R4 AR 2220 Version 5.90 ( V200R001C01SPC300)
R5 AR 2220 Version 5.90 ( V200R001C01SPC300)
S1 S5700-28C-EI-24S Version 5.70 (VI0O0OR006CO0SPC800)
S2 S5700-28C-EI-24S Version 5.70 (VI00R006CO0SPC800)
S3 S3700-28TP-EI-AC Version 5.70 (V100R006C00SPC800)
S4 S3700-28TP-EI-AC Version 5.70 (V100R006C00SPC800)
FW1 Eudemon 200E-X2 Version 5.30 (V1I00R0O05C00SPC100)
FW2 Eudemon 200E-X2 Version 5.30 (V1I00RO05C00SPC100)
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in=

REFMNABENMNEERR, AaSEIMNED R T =1 X , GiERERX
15 ( Trust ) . AMEBXIE ( Untrust ) F0BRSS88XIE ( DMZ ) , {RigiHEEIRGX
ESRSCEIXSEEATIEH] |, RIIERERIFTEME T | HRABEAIBMNELZE.

F3ESS

TE—. BEXRESIP Hit

L= IRHRREIHES.

<Huawei>system-view

Enter system view, return user view with Ctrl+Z.

Huawei]sysname R1
Rl]interface GigabitEthernet 0/0/1

[
[
[R1-GigabitEthernet0/0/1]ip address 10.0.10.1 24
[R1-GigabitEthernet0/0/1]interface loopback 0

[

Rl1-LoopBack0O]ip address 10.0.1.1 24

<Huawei>system-view

Enter system view, return user view with Ctrl+Z.

Huawei] sysname R2
R2]interface GigabitEthernet0/0/1

[
[
[R2-GigabitEthernet0/0/1]ip address 10.0.20.1 24
[R2-GigabitEthernet0/0/1]interface loopback 0

[

R2-LoopBack0]ip address 10.0.2.2 24

<Huawei>system-view

Enter system view, return user view with Ctrl+Z.
Huawei]sysname R3
R3]interface GigabitEthernet 0/0/1

[
[
[R3-GigabitEthernet0/0/1]ip address 10.0.30.1 24
[R3-GigabitEthernet0/0/1]interface loopback 0

[

R3-LoopBack0]ip address 10.0.3.3 24

LEPHNIETLE AT , EEFEEthernetl/0/02 O _Extliz0 , I
ABCEIPHENE, SCIEHFRAIERXIE EARCEVLANL2 |, EX Vlanifl2 , BcEIPiHE
HHERINside KIFHIM X,

HFEIANBR T | BEXIESETERVIaniflIECEBHE |, LIS BRTH | il
PRZECE.
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<Eudemon 200E>system-view

Enter system view, return user view with Ctrl+7Z.
[Eudemon 200E]sysname FW

[FW]vlan 12

[FW-vlan-12]quit

[FW]interface vlanif 12

[FW-V1anifl2]ip address 10.0.20.254 24
[FW-Vlanifl2]interface Ethernet 1/0/0
[FW-Ethernetl/0/0]port access vlan 12
[FW-Ethernetl/0/0]interface Ethernet 0/0/0
[FW-Ethernet0/0/0]ip address 10.0.10.254 24
[FW-Ethernet0/0/0]interface ethernet 2/0/0
[FW-Ethernet2/0/0]ip address 10.0.30.254 24
[FW-Ethernet2/0/0]quit

[FW]undo interface Vlanif 1

AR EFEEIRIRTEREN VLAN,

[Quidway] sysname S1

[S1]vlan batch 11 to 13

[Sl]linterface GigabitEthernet 0/0/1
[S1-GigabitEthernet0/0/1]port link-type access
[S1-GigabitEthernet0/0/1]port default vlan 11
[S1-GigabitEthernet0/0/1]interface GigabitEthernet 0/0/2
[S1-GigabitEthernet0/0/2]port link-type access
[S1-GigabitEthernet0/0/2]port default vlan 12
[S1-GigabitEthernet0/0/2]interface GigabitEthernet 0/0/3
[S1-GigabitEthernet0/0/3]port link-type access
[S1-GigabitEthernet0/0/3]port default vlan 13
[S1-GigabitEthernet0/0/3]interface GigabitEthernet 0/0/21
[S1-GigabitEthernet0/0/21]port link-type access
[S1-GigabitEthernet0/0/21]port default vlan 11
[S1-GigabitEthernet0/0/21]interface GigabitEthernet 0/0/22
[S1-GigabitEthernet0/0/22]port link-type access
[S1-GigabitEthernet0/0/22]port default vlan 12
[S1-GigabitEthernet0/0/22]interface GigabitEthernet 0/0/23
[S1-GigabitEthernet0/0/23]port link-type access
[S1-GigabitEthernet0/0/23]port default vlan 13

BeESTREEFWIRSE LR XIAEE M.
[FW]ping 10.0.10.1

PING 10.0.10.1: 56 data bytes, press CTRL C to break

Request time out

HC Series HUAWEI TECHNOLOGIES 3
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Reply from 10.0.10.1: bytes=56 Sequence=2 ttl=255 time=1 ms
Reply from 10.0.10.1: bytes=56 Sequence=3 ttl=255 time=1 ms
Reply from 10.0.10.1: bytes=56 Sequence=4 ttl=255 time=1 ms
Reply from 10.0.10.1: bytes=56 Sequence=5 ttl=255 time=1 ms

---10.0.10.1 ping statistics ---
5 packet(s) transmitted
4 packet (s) received
20.00% packet loss

round-trip min/avg/max = 1/1/1 ms

[FW]lping 10.0.20.1
PING 10.0.20.1: 56 data bytes, press CTRL C to break
Request time out
Reply from 10.0.20. bytes=56 Sequence=2 ttl=255 time=1 ms

Reply from 10.0.20. bytes=56 Sequence=3 ttl=255 time=1 ms

bytes=56 Sequence=4 ttl=255 time=1 ms

[ e = S

0
Reply from 10.0.20.
0

Reply from 10.0.20. bytes=56 Sequence=5 ttl=255 time=1 ms
---10.0.20.1 ping statistics ---

5 packet(s) transmitted

4 packet(s) received

20.00% packet loss

round-trip min/avg/max = 1/1/1 ms

[FW]ping 10.0.30.1
PING 10.0.30.1: 56 data bytes, press CTRL C to break
Request time out
Reply from 10.0.30. bytes=56 Sequence=2 ttl=255 time=1 ms
Reply from 10.0.30. bytes=56 Sequence=3 ttl=255 time=1 ms

Reply from 10.0.30. bytes=56 Sequence=4 ttl=255 time=1 ms

e

Reply from 10.0.30. bytes=56 Sequence=5 ttl=255 time=1 ms
---10.0.30.1 ping statistics ---

5 packet(s) transmitted

4 packet (s) received

20.00% packet loss

round-trip min/avg/max = 1/1/1 ms

fER1, R2FIR3 LECEREBIKMA , f£FW LECERMIVESIE , KW=
LoopbackO#ZOERERIMEE Z BIRVEIE,

[Rl]ip route-static 0.0.0.0 0 10.0.10.254

4 HUAWEI TECHNOLOGIES HC Series
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[R2]ip route-static 0.0.0.0 0 10.0.20.254
[R3]ip route-static 0.0.0.0 0 10.0.30.254

[FW]ip route-static 10.0.1.0 24 10.0.10.1
[FW]ip route-static 10.0.2.0 24 10.0.20.1
[FW]ip route-static 10.0.3.0 24 10.0.30.1

BiETRE , WA HEELoopback0ZE EZAIMER Z IBIRTETIEN.

[Rl]ping -a 10.0.1.1 10.0.2.2
PING 10.0.2.2: 56 data bytes, press CTRL C to break

Reply from 10.0.2.2: bytes=56 Sequence=1 ttl=254 time=3 ms
Reply from 10.0.2.2: bytes=56 Sequence=2 ttl=254 time=3 ms
Reply from 10.0.2.2: bytes=56 Sequence=3 ttl=254 time=4 ms
Reply from 10.0.2.2: bytes=56 Sequence=4 ttl=254 time=2 ms
Reply from 10.0.2.2: bytes=56 Sequence=5 ttl=254 time=3 ms

---10.0.2.2 ping statistics ---
5 packet(s) transmitted
5 packet(s) received
0.00% packet loss

round-trip min/avg/max = 2/3/4 ms

[Rl]ping -a 10.0.1.1 10.0.3.3
PING 10.0.3.3: 56 data bytes, press CTRL C to break

Reply from 10.0.3.3: bytes=56 Sequence=1 ttl=254 time=4 ms
Reply from 10.0.3.3: bytes=56 Sequence=2 ttl=254 time=4 ms
Reply from 10.0.3.3: bytes=56 Sequence=3 ttl=254 time=3 ms
Reply from 10.0.3.3: bytes=56 Sequence=4 ttl=254 time=4 ms
Reply from 10.0.3.3: bytes=56 Sequence=5 ttl=254 time=4 ms

--- 10.0.3.3 ping statistics ---
5 packet(s) transmitted
5 packet(s) received
0.00% packet loss

round-trip min/avg/max = 3/3/4 ms

Pk FERAB IO , 9RIE “local “. " trust “. " untrust “. "
dmz “, SCIGEAIMERZE) “trust “. ” untrust “F1" dmz “=XiE , 951
BXMEONASZEXE,

[FW] firewall zone dmz

[FW-zone-dmz]add interface Ethernet 2/0/0

HC Series HUAWEI TECHNOLOGIES 5
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[FW-zone-dmz] firewall zone trust
[FW-zone-trust]add interface Vlanif 12
[FW-zone-trust]firewall zone untrust

[FW-zone-untrust]ladd interface Ethernet 0/0/0

BABRT |, FrEXEZ AR LUEEET , AMUIEE.

[FW]dis firewall packet-filter default all
10:28:18 2011/12/24

Firewall default packet-filter action is

packet-filter in public:
local -> trust
inbound : default: permit; || IPv6-acl: null
outbound : default: permit; || IPv6-acl: null
local -> untrust
inbound : default: permit; || IPv6-acl: null
outbound : default: permit; || IPv6-acl: null
local -> dmz
inbound : default: permit; || IPv6-acl: null
outbound : default: permit; || IPv6-acl: null
trust -> untrust
inbound : default: permit; || IPv6-acl: null
outbound : default: permit; || IPv6-acl: null
trust -> dmz
inbound : default: permit; || IPv6-acl: null
outbound : default: permit; || IPv6-acl: null
dmz -> untrust
inbound : default: permit; || IPv6-acl: null
outbound : default: permit; || IPv6-acl: null

packet-filter between VFEW:

AU LR TRIREEL  REBR T  IEREXERRIFESRE IR
Mg,

REXEZ EREENE.

UntrustX1gZ TrustX i,

<Rl1>ping -a 10.0.1.1 10.0.2.2
PING 10.0.2.2: 56 data bytes, press CTRL C to break
Reply from 10.0.2.2: bytes=56 Sequence=1l ttl=254 time=3 ms
Reply from 10.0.2.2: bytes=56 Sequence=2 ttl=254 time=3 ms

6 HUAWEI TECHNOLOGIES HC Series
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Reply from 10.0.2.2: bytes=56 Sequence=3 ttl=254 time=3 ms
Reply from 10.0.2.2: bytes=56 Sequence=4 ttl=254 time=3 ms
Reply from 10.0.2.2: bytes=56 Sequence=5 ttl=254 time=3 ms
---10.0.2.2 ping statistics ---
5 packet(s) transmitted
5 packet(s) received
0.00% packet loss
round-trip min/avg/max = 3/3/3 ms
s .
UntrustXigZ|DMZ[X g,
<R1>ping -a 10.0.1.1 10.0.3.3
PING 10.0.3.3: 56 data bytes, press CTRL C to break
Reply from 10.0.3.3: bytes=56 Sequence=1 ttl=254 time=5 ms
Reply from 10.0.3.3: bytes=56 Sequence=2 ttl=254 time=3 ms
Reply from 10.0.3.3: bytes=56 Sequence=3 ttl=254 time=3 ms
Reply from 10.0.3.3: bytes=56 Sequence=4 ttl=254 time=4 ms
Reply from 10.0.3.3: bytes=56 Sequence=5 ttl=254 time=3 ms
--- 10.0.3.3 ping statistics ---
5 packet(s) transmitted
5 packet(s) received
0.00% packet loss
round-trip min/avg/max = 3/3/5 ms
TrustXiFHZE|UntrustX i,
<R2>ping -a 10.0.2.2 10.0.1.1
PING 10.0.1.1: 56 data bytes, press CTRL C to break
Reply from 10.0.1.1: bytes=56 Sequence=1 ttl=254 time=3 ms
Reply from 10.0.1.1: bytes=56 Sequence=2 ttl=254 time=3 ms
Reply from 10.0.1.1: bytes=56 Sequence=3 ttl=254 time=3 ms
Reply from 10.0.1.1: bytes=56 Sequence=4 ttl=254 time=3 ms
Reply from 10.0.1.1: bytes=56 Sequence=5 ttl=254 time=3 ms
--- 10.0.1.1 ping statistics ---
5 packet(s) transmitted
5 packet(s) received
0.00% packet loss
round-trip min/avg/max = 3/3/3 ms
TrustXi%ZEI|DMZ X1,
<R2>ping -a 10.0.2.2 10.0.3.3
HC Series HUAWEI TECHNOLOGIES 7
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PING 10.0.3.3: 56 data bytes, press CTRL C to break

Reply
Reply
Reply
Reply
Reply

from 10.0.
10.
10.
10.
10.

from
from
from

from

3.
0.3.
0.3.
0.3.
0.3.

3:

3
3:
3:
3

bytes=56
bytes=56
bytes=56
bytes=56
bytes=56

Sequence=1
Sequence=2
Sequence=3
Sequence=4

Sequence=5

---10.0.3.3 ping statistics ---

5 packet (s)
5 packet (s)

transmitted

received

0.00% packet loss

round-trip min/avg/max = 3/3/5 ms

DMZXigZIUntrustX1g,

<R3>ping -a 10.0.3.3 10.0.1.1

PING 10.0.1.1:

Reply
Reply
Reply
Reply
Reply

from
from
from
from

from

10.
10.
10.
10.
10.

56

o o o o
[ S = S SR =Y

ttl=254
ttl=254
ttl=254
ttl=254
ttl=254

time=5
time=3
time=3
time=4

time=3

data bytes, press CTRL C to break

1

[ S S S

bytes=56
bytes=56
bytes=56
bytes=56
bytes=56

Sequence=1
Sequence=2
Sequence=3
Sequence=4

Sequence=5

---10.0.1.1 ping statistics ---

5 packet (s)
5 packet (s)

transmitted

received

0.00% packet loss

round-trip min/avg/max = 3/3/3 ms

DMZ X1 & Trust X1,

<R3>ping -a 10.0.3.3 10.0.2.2
PING 10.0.2.2: 56 data bytes, press CTRL C to break

Reply
Reply
Reply
Reply
Reply

from 10.0.2.
0.2.
0.2.
0.2.
0.2.

from
from
from

from

10.
10.
10.
10.

2:

2
2:
2:
2

bytes=56
bytes=56
bytes=56
bytes=56
bytes=56

Sequence=1
Sequence=2
Sequence=3
Sequence=4

Sequence=5

--- 10.0.2.2 ping statistics ---

5 packet (s)
5 packet (s)

transmitted

received

0.00% packet loss

round-trip min/avg/max = 3/3/5 ms

ttl=254
ttl=254
ttl=254
ttl=254
ttl=254

ttl=254
ttl=254
ttl=254
ttl=254
ttl=254

time=3
time=3
time=3
time=3

time=3

time=5
time=3
time=3
time=4

time=3

ms

ms

ms

ms

ms

ms

ms

ms

ms

ms

ms

ms

ms

ms

ms
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SE=. OiBERFEaE

BUER— I EilLeR , TERFIEIARNELR  AH TR 2R
MEZAESH TRISIEMNAIRE | FRLASIEIIRERRECE LR , 1550
IREKEBDIRERIAER.

EEXE ENRERTIERE , (NI TrustXEGHIRIEMXE , RerF
Hitt X [Ba5E.

[FW]firewall packet-filter default deny all

[FW]firewall packet-filter default permit interzone trust untrust direction
outbound

[FW] firewall packet-filter default permit interzone trust dmz direction outbound

[FW] firewall session link-state check

BTG |, i Xig < BREE .
UntrustXigiZE TrustX1g,

[Rl]ping -a 10.0.1.1 10.0.2.2
PING 10.0.2.2: 56 data bytes, press CTRL C to break
Request time out
Request time out
Request time out
Request time out

Request time out

---10.0.2.2 ping statistics ---
5 packet(s) transmitted
0 packet(s) received

100.00% packet loss

UntrustXigZ|DMZ[X 1,

[Rl]ping -a 10.0.1.1 10.0.3.3
PING 10.0.3.3: 56 data bytes, press CTRL C to break
Request time out
Request time out
Request time out
Request time out

Request time out

--- 10.0.3.3 ping statistics ---

HC Series HUAWEI TECHNOLOGIES 9
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5 packet(s) transmitted
0 packet(s) received

100.00% packet loss

TrustXigZUntrustXig,

[R2]ping -a 10.0.2.2 10.0.1.1
PING 10.0.1.1: 56 data bytes, press CTRL C to break
Reply from 10.0.1.1: bytes=56 Sequence=1 ttl=254 time=3 ms

Reply from 10.0.1.1: bytes=56 Sequence=2 ttl=254 time=3 ms
Reply from 10.0.1.1: bytes=56 Sequence=3 ttl=254 time=3 ms
Reply from 10.0.1.1: bytes=56 Sequence=4 ttl=254 time=3 ms
Reply from 10.0.1.1: bytes=56 Sequence=5 ttl=254 time=3 ms

---10.0.1.1 ping statistics ---
5 packet(s) transmitted
5 packet(s) received
0.00% packet loss

round-trip min/avg/max = 3/3/3 ms

TrustX15ZE|DMZ[X g,

[R2]ping -a 10.0.2.2 10.0.3.3
PING 10.0.3.3: 56 data bytes, press CTRL C to break

Reply from 10.0.3.3: bytes=56 Sequence=1 ttl=254 time=5 ms
Reply from 10.0.3.3: bytes=56 Sequence=2 ttl=254 time=3 ms
Reply from 10.0.3.3: bytes=56 Sequence=3 ttl=254 time=3 ms
Reply from 10.0.3.3: bytes=56 Sequence=4 ttl=254 time=4 ms
Reply from 10.0.3.3: bytes=56 Sequence=5 ttl=254 time=3 ms

--- 10.0.3.3 ping statistics ---
5 packet(s) transmitted
5 packet (s) received
0.00% packet loss

round-trip min/avg/max = 3/3/5 ms

DMZXigZIUntrust X1,

[R3]ping -a 10.0.3.3 10.0.1.1
PING 10.0.1.1: 56 data bytes, press CTRL C to break
Request time out
Request time out
Request time out
Request time out

Request time out

10 HUAWEI TECHNOLOGIES HC Series
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---10.0.1.1 ping statistics ---
5 packet(s) transmitted
0 packet(s) received

100.00% packet loss

DMZXigZEITrust X1z,

[R3]ping -a 10.0.3.3 10.0.2.2

PING 10.0.2.2: 56 data bytes, press CTRL C to break

Request time out

Request time out

Request time out

Request time out

Request time out

---10.0.2.2 ping statistics ---
5 packet(s) transmitted

0 packet(s) received

100.00% packet loss

BCEIREEITIEREE | FUntrustXigisaDMZ I ARFEIR S 25

DMZXiE—MRSSES  IPHEEA10.0.3.3 , BEXSUntrustXigFFig Telnet
k55, RETATMIAMES , FEFMICMP PingiiIoge.

[FW]policy interzone dmz untrust inbound
[FW-policy-interzone-dmz-untrust-inbound]policy 1
[FW-policy-interzone-dmz-untrust-inbound-1]policy
[FW-policy-interzone-dmz-untrust-inbound-1]policy
[FW-policy-interzone-dmz-untrust-inbound-1Jaction
[FW-policy-interzone-dmz-untrust-inbound-1]quit
[FW-policy-interzone-dmz-untrust-inbound]policy 2
[FW-policy-interzone-dmz-untrust-inbound-2]policy
[FW-policy-interzone-dmz-untrust-inbound-2]policy
[FW-policy-interzone-dmz-untrust-inbound-2Jaction
[FW-policy-interzone-dmz-untrust-inbound-2]quit
[FW-policy-interzone-dmz-untrust-inbound]policy 3

[FW-policy-interzone-dmz-untrust-inbound-3Jaction

service service-set icmp
destination 10.0.3.3 0

permit

service service-set telnet
destination 10.0.3.3 0

permit

deny

N T EEEHTTelnetillix, , TER3_EF S TelnetIhge,

[R3]user-interface vty 0 4

[R3-ui-vtyO-4]authentication-mode none

HC Series

HUAWEI TECHNOLOGIES
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MR
<Rl>ping 10.0.3.3
PING 10.0.3.3: 56 data bytes, press CTRL C to break

Reply from 10.0.3.3: bytes=56 Sequence=1 ttl=254 time=3 ms
Reply from 10.0.3.3: bytes=56 Sequence=2 ttl=254 time=2 ms
Reply from 10.0.3.3: bytes=56 Sequence=3 ttl=254 time=2 ms
Reply from 10.0.3.3: bytes=56 Sequence=4 ttl=254 time=4 ms
Reply from 10.0.3.3: bytes=56 Sequence=5 ttl=254 time=2 ms
---10.0.3.3 ping statistics ---
5 packet(s) transmitted
5 packet(s) received
0.00% packet loss
round-trip min/avg/max = 2/2/4 ms
<R1>ping 10.0.30.1
PING 10.0.30.1: 56 data bytes, press CTRL C to break
Request time out
Request time out
Request time out
Request time out
Request time out
---10.0.30.1 ping statistics ---
5 packet(s) transmitted
0 packet(s) received
100.00% packet loss
<Rl>telnet 10.0.3.3
Press CTRL ] to quit telnet mode
Trying 10.0.3.3
Connected to 10.0.3.3
<R3>quit
Configuration console exit, please retry to log on
The connection was closed by the remote host
<Rl>telnet 10.0.30.3
Press CTRL_] to quit telnet mode
Trying 10.0.30.3
12 HUAWEI TECHNOLOGIES HC Series
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SER=. EERIBR

B BURIPHAGATAG | SOSLUREINRE IS SRITIA , M
REEFRSEIPIILER, SRR ERZSHIE , HieU0e
IR A TR, FiTIETHEELY | B B RE LA
R | ERERRED. MSAAFEANPHIRBF RS |
TZABPIPHIARE R | 2 /Eig R KRR PR AT |
BHFUES , \TAZIRFREZ 2B,

B ATUNtrustR i, ERNTARRAIPIBILFERS A SRR | 7
XIELHHTHTE,

S —MPHEAFI00.111 1 BE#HTT SIS , FEERFRIEMEIP
RRETRE.

FER1EFIEREIT , BHIGER. FEMKIE LRERSHN,

[R1]int LoopBack 1
[R1-LoopBackl]ip address 10.0.111.1 24

[FW]ip route-static 10.0.111.0 24 10.0.10.1

EEmOAERERT | EROERERRNERAT LK EISARIES
B,

[FW]firewall defend port-scan enable

BeEIPHBIHAEERZERAVER(E5000pps. XEEEIEFE NEEIEIE—E
RYLtBIERYIPH S i O AYZACERSR, SNSRIXMESRTIR | i BRXNREUAR AT e
BRI RO,

[FW]firewall defend port-scan max-rate 5000

ECE RS REITRI A 03004, X IEPEIIRERTE IR RS BRI
BIE300 s Emlps.

[FW]firewall defend port-scan blacklist-timeout 30

INERSER R A, IPHENE/910.0.111. 193 A E (8- SRIFIFRE @I,
HNEE .

[Rl]ping -a 10.0.111.1 10.0.3.3
PING 10.0.3.3: 56 data bytes, press CTRL C to break
Reply from 10.0.3.3: bytes=56 Sequence=1l ttl=254 time=4 ms
Reply from 10.0.3.3: bytes=56 Sequence=2 ttl=254 time=3 ms
Reply from 10.0.3.3: bytes=56 Sequence=3 ttl=254 time=3 ms

HC Series HUAWEI TECHNOLOGIES 13
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Reply from 10.0.3.3: bytes=56 Sequence=4 ttl=254 time=3 ms
Reply from 10.0.3.3: bytes=56 Sequence=5 ttl=254 time=3 ms

---10.0.3.3 ping statistics ---
5 packet(s) transmitted
5 packet(s) received
0.00% packet loss

round-trip min/avg/max = 3/3/4 ms

BCERSEZHINEE , §IPHENF10.0. 111 1IMANERE , tREREFHERDN
I’ , EEFTEENRZ BRI,

[FW] firewall blacklist enable
[FW] firewall blacklist item 10.0.111.1

MEEMK,
[Rl]ping -a 10.0.111.1 10.0.3.3
PING 10.0.3.3: 56 data bytes, press CTRL C to break
Request time out
Request time out
Request time out
Request time out

Request time out

--- 10.0.3.3 ping statistics ---
5 packet(s) transmitted
0 packet(s) received

100.00% packet loss

RN BENMRAE®IRE (ASPF)

ESEENHYAINATRIR ARG , ASPFREZRIHEITIRE.

BISECEASPFINEE , AJSLIMAMIERXSIMEMFTPFITFTPARSS |, BIRTIART
BEGE PI F PR RIS MY We b iR SS 28R T8 fEitizis.

NEHRMHFTP, TFTPARSS | AR TAFRZELIRIIMNIRIWebMus, £ AR
FIEIWeb®uh_ErgefFfEfalunljavaizt, BFFTPIHNYARSINE XK ,
REHEE BN Adetect ftpRIA] SCIIFTPIRXMIIEERE A, TTFTPINYER G
IETEENX , BILUBIE BEXAI=7THASPRRHITILEL,

BIEMRACL, ACL2001ABTENXIMNIWebrSaRRAMAIXRIRE |
T4 RRHTTIRERT R EIUES.

14 HUAWEI TECHNOLOGIES HC Series
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[FW]lacl 2001

[FW-acl-basic-2001]rule permit source 10.0.2.0 0.0.0.255
[FW-acl-basic-2001]quit

ACL3001BFENX HRINMTFTPIRSS 2RAVME. BT TFTPIRSHEEEENX
imASHER , ATUFEZERREIE—FRACL

[FW]lacl 3001

[FW-acl-adv-3001]rule permit udp destination-port eq tftp
[FW-acl-adv-3001]quit

BN A FTPEEE , SLIIFTPIRAVIERE A . MAdetect
user-define , SLITFTPIRNIEFEIEA.

[FW] firewall interzone trust dmz
[FW-interzone-trust-dmz]detect ftp
[FW-interzone-trust-dmz]detect user-defined 3001 outbound
[

FW-interzone-trust-dmz]quit

EiZalhz Fdetect java-blocking , fR1EfEFGjavaiz4aI T EL.

[FW] firewall interzone trust untrust

[FW-interzone-trust-untrust]detect java-blocking 2001 outbound

[FW-interzone-trust-untrust]quit

FTASPFINEERTE T RSATAMMNBEB ISR ERIER , FASXESSH
AR , ATLAEIT AN R R T E L,

HiTan<Sdisplay interzoneEZEIFBNEE | ZXH RS IEREE T
ASPFIf&E,

[FW]display interzone

15:42:11 2011/12/25

interzone trust untrust

detect java-blocking 2001 outbound
#

interzone trust dmz

detect ftp

detect user-defined 3001 outbound
#

BihNsEls: BEFHIGIIE

BE—T , IEbIkggT | NRABFFIRSEIFES |, WEIRTHNZAMER
it ? R LARAH AT ERHER ?

HC Series HUAWEI TECHNOLOGIES 15
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RERELE

[Rl]display current-configuration
[V200R001C00SPC200]

#

sysname R1

#

interface GigabitEthernet0/0/1

ip address 10.0.10.1 255.255.255.0
#

interface LoopBack0

ip address 10.0.1.1 255.255.255.0

#

interface LoopBackl

ip address 10.0.111.1 255.255.255.0
#

ip route-static 0.0.0.0 0.0.0.0 10.0.10.254
#

return

[R2]display current-configuration
[V200R001C00SPC200]

#

sysname R2

#

interface GigabitEthernet0/0/1

ip address 10.0.20.1 255.255.255.0
#

interface LoopBack0

ip address 10.0.2.2 255.255.255.0
#

ip route-static 0.0.0.0 0.0.0.0 10.0.20.254
#

return

[R3]display current-configuration
[V200R001C00SPC200]

#

sysname R3

#

interface GigabitEthernet0/0/1

16 HUAWEI TECHNOLOGIES
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#

i

#

#

r

ip address 10.0.30.1 255.255.255.0

nterface LoopBackO

ip address 10.0.3.3 255.255.255.0

ip route-static 0.0.0.0 0.0.0.0 10.0.30.254

eturn

[FW]display current-configuration

#

#

#

#

#

#

#

#

#

sysname FW

firewall packet-filter
firewall packet-filter
firewall packet-filter
firewall packet-filter
firewall packet-filter
firewall packet-filter
firewall packet-filter
firewall packet-filter
firewall packet-filter
firewall packet-filter

default deny interzone local trust direction inbound
default deny interzone local trust direction outbound
default deny interzone local untrust direction inbound
default deny interzone local untrust direction outbound
default deny interzone local dmz direction inbound
default deny interzone local dmz direction outbound
default deny interzone trust untrust direction inbound
default deny interzone trust dmz direction inbound
default deny interzone dmz untrust direction inbound

default deny interzone dmz untrust direction outbound

undo firewall ipv6 session link-state check

vlan batch 1 12
#

undo firewall session link-state check

firewall defend port-scan enable

firewall defend port-scan max-rate 5000

firewall defend port-scan blacklist-timeout 30

runmode firewall

update schedule ips daily 5:51

update schedule av daily 5:51

security server domain

web-manager enable

12fwdfast enable

sec.huawei.com

HC Series
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#

acl number 2001

rule 5 permit source 10.0.2.0 0.0.0.255
#

acl number 3001

rule 5 permit udp destination-port eqg tftp
#

interface Vlanifl2

ip address 10.0.20.254 255.255.255.0
#

interface Cellular5/0/0

link-protocol ppp

#

interface Ethernet0/0/0

ip address 10.0.10.254 255.255.255.0
#

interface Ethernetl/0/0

portswitch

port link-type access

port access vlan 12

#

interface Ethernet2/0/0

ip address 10.0.30.254 255.255.255.0
#

firewall zone local

set priority 100

#

firewall zone trust

set priority 85

add interface Vlanifl2

#

firewall zone untrust

set priority 5

add interface Ethernet0/0/0

#

firewall zone dmz

set priority 50

add interface Ethernet2/0/0

#

firewall interzone trust untrust
detect java-blocking 2001 outbound

#

firewall interzone trust dmz

18 HUAWEI TECHNOLOGIES
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detect ftp
detect user-defined 3001 outbound
#

nga-jitter tag-version 1

ip route-static 10.0.1.0 255.255.255.0 10.0.10.1
ip route-static 10.0.2.0 255.255.255.0 10.0.20.1
ip route-static 10.0.3.0 255.255.255.0 10.0.30.1
ip route-static 10.0.111.0 255.255.255.0 10.0.10.1
#

banner enable

#

firewall blacklist enable

firewall blacklist item 10.0.111.1
#

user—-interface con 0

user-interface tty 2
authentication-mode none

modem both

user-interface vty 0 4

#

slb

cwmp
#
right-manager server-group
#
policy interzone dmz untrust inbound
policy 1

action permit

policy service service-set icmp

policy destination 10.0.3.3 0

policy 2
action permit
policy service service-set telnet

policy destination 10.0.3.3 0

policy 3
action deny
#

return

HC Series HUAWEI TECHNOLOGIES 19
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[Sl]display current-configuration

#

!Software Version V100R006C0O0SPC800

sysname Sl

#

vlan batch 11 to 13

#

interface GigabitEthernet0/0/1
port link-type access

port default vlan 11

#

interface GigabitEthernet0/0/2
port link-type access

port default vlan 12

#

interface GigabitEthernet0/0/3
port link-type access

port default vlan 13

#

interface GigabitEthernet0/0/21
port link-type access

port default vlan 11

#

interface GigabitEthernet0/0/22
port link-type access

port default vlan 12

#

interface GigabitEthernet0/0/23
port link-type access

port default vlan 13

#

return

20
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Si8 1-2 Eudemon BhkiE IPSec VPN fis

FE/

o EifEfEEudemonfiXiE EACEIPSec VPNRITTIE

o EiEfEEudemonpikiE FECEGRE over IPSec VPNRITTIE
o EIR{EEKHES FFCEIPSec VPN

o EIETEIRHSE LEIEGRE over IPSec VPNRYTS:%

42
FWA1
10.0.12.0/24 FW2
e 1 10.0.10.0/24 .2 2 1 10.0.20.0/24 2 —
j 2 N
- — (L
il £2/0/0 GO/oN 100 GOO/2  E2/0/0
Eo;o:cI A ' 1 | oo
10.0:10010/2% 10.0.200.0/24

\_TFUSt 7 10.0.23.0/24

- & Trust ~

-
S2/0/0

Loopbackl)
1003 3/24
-_—

R3
E1-2 Eudemonfa X iEVPNEE

in=

REFMNATNNEEER., AERINEDALERXKE. SEBMSEHID D
RNE=AEBSD . TES \*‘BM%P\JTrustEﬂZE’JﬁHFﬁ—J% R IIR) S ERAI Trust XX iE,,
FHEO SN AEBREREBE LIS ERRITrust Xz, HEKSER. DEMEZIE ,
&R, o3 ’AEZI@%EHJE’J*SGE SR INE
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F3ESS

TE—. BEXRESIP fHit

S15S22 53RN ( SEMPkiESEM=RIEEK )  (BAFRE. £
ZAHl , maS1ES2HEE , FEREEL].

SRR IRRRRECEIPHUAIERS. BCERTEEAMEHLoopbackizEER
WO 9244,

<Huawei>system-view

Enter system view, return user view with Ctrl+7Z.
[Huawei]sysname R1

[Rl]interface GigabitEthernet 0/0/1
[R1-GigabitEthernet0/0/1]ip address 10.0.10.2 24
[R1-GigabitEthernet0/0/1]interface Serial 1/0/0
[R1-Seriall/0/0]ip address 10.0.12.1 24
[R1-Seriall/0/0]interface loopback O
[R1-LoopBackO]ip address 10.0.1.1 24

<Huawei>system-view

Enter system view, return user view with Ctrl+Z.
[Huawei] sysname R2

[R2]interface GigabitEthernet0/0/1
[R2-GigabitEthernet0/0/2]ip address 10.0.20.1 24
[R2-GigabitEthernet0/0/2]interface Serial 1/0/0
[R2-Seriall/0/0]ip address 10.0.12.2 24
[R2-Seriall/0/0]linterface Serial2/0/0
[R2-Serial2/0/0]ip address 10.0.23.2 24
[R2-Serial2/0/0]interface loopback O
[R2-LoopBackO]ip address 10.0.2.2 24

<Huawei>system-view

Enter system view, return user view with Ctrl+Z.
[Huawei] sysname R3

[R3]interface Serial2/0/0

[R3-Serial2/0/0]ip address 10.0.23.3 24
[R3-Serial2/0/0]interface loopback 0
[R3-LoopBackO]ip address 10.0.3.3 24

BCE PO XKIEFWLFIFW 2R Ot

<Eudemon 200E>system-view

22 HUAWEI TECHNOLOGIES HC Series
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Enter system view, return user view with Ctrl+7Z.
[Eudemon 200E]sysname FW1

[FWl]interface Ethernet 0/0/0
[FWl-Ethernet0/0/0]ip address 10.0.100.1 24
[FWl-Ethernet0/0/0]interface Ethernet 2/0/0
[FWl-Ethernet2/0/0]ip address 10.0.10.1 24

<Eudemon 200E>system-view

Enter system view, return user view with Ctrl+Z.
[Eudemon 200E]sysname FW2

[FW2]interface Ethernet 0/0/0
[FW2-Ethernet0/0/0]ip address 10.0.200.1 24
[FW2-Ethernet0/0/0]interface Ethernet 2/0/0
[FW2-Ethernet2/0/0]ip address 10.0.20.2 24

ECERXIEFWIFIFW2RZ 2 X , FHFRORIIZIRINAYZL £ X,

[FWl-zone-dmz] firewall zone trust
[FWl-zone-dmz]add interface Ethernet 0/0/0
[FWl-zone-trust]firewall zone untrust

[FWl-zone-untrust]add interface Ethernet 2/0/0

[FW2-zone-dmz] firewall zone trust
[FW2-zone-dmz]add interface Ethernet 0/0/0
[FW2-zone-trust] firewall zone untrust

[FW2-zone-untrust]add interface Ethernet 2/0/0

$ER-. EEXNENZ2IIE

TEBA X EECE M TrustXig A FEUntrust KIEFROSIEEHAYT . MUntrust
XigA ELocal KIRIEIREMMIT , Bttt mEdERmREELL,

[FWl]firewall packet-filter default permit interzone trust untrust

[FWl]firewall packet-filter default permit interzone local untrust

[FW2]firewall packet-filter default permit interzone trust untrust

[FW2]firewall packet-filter default permit interzone local untrust

SE=. OoEIEH , SCNMEES

f£R1. R2, R3. FWIFIFW2 LEcESXI%OSPF,5CH110.0.10.0/24,
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10.0.20.0/24. 10.0.12.0/24, 10.0.23.0/24MERZ AR LIEE,

[Rl]Jospf 1

[Rl-ospf-1l]area 0.0.0.0

[Rl-ospf-l-area-0.
[Rl-ospf-l-area-0.

[R2]ospf 1

[R2-ospf-1l]area O.
[R2-ospf-l-area-0.
[R2-ospf-l-area-0.
[R2-ospf-l-area-0.

[R3]ospf 1
[R3-ospf-1l]area O.

[R3-ospf-l-area-0.

[FWl]ospf 1

[FWl-ospf-1l]area O.
[FWl-ospf-l-area-0.

[FW2]ospf 1

[FW2-ospf-1l]area 0.
[FW2-ospf-l-area-0.

o O O O
o O O O

.0]lnetwork

.0]lnetwork

.0
.0lnetwork
.0]lnetwork

.0]lnetwork

.0

.0lnetwork

0.0.0
0.0.0lnetwork 10.0.10.0 0.0.0.255

0.0.0
0.0.0lnetwork 10.0.20.0 0.0.0.255

10.
10.

10.
10.
10.

10.

FEFWI1FOFW2 LR ERAOIEE M.

[FWl]ping 10.0.20.2

.0.255
.0.255

.0.255
.0.255
.0.255

.0.255

PING 10.0.20.2: 56 data bytes, press CTRL C to break

Reply from 10.0.20.2:
Reply from 10.0

Reply from 10.

0
Reply from 10.0
0

Reply from 10.

.20.
.20.

.20

.20.

bytes=56

2: bytes=56

bytes=56

2
.2: bytes=56
2

bytes=56

Sequence=1
Sequence=2
Sequence=3
Sequence=4

Sequence=5

---10.0.20.2 ping statistics ---

5 packet(s) transmitted

5 packet(s) received

0.00% packet loss

round-trip min/avg/max = 30/34/40 ms

[FWl]lping 10.0.23.

3

ttl=253
ttl=253
ttl=253
ttl=253
ttl=253

time=40
time=30
time=30
time=40
time=30

PING 10.0.23.3: 56 data bytes, press CTRL C to break

Reply from 10.0.23.3:
Reply from 10.0.23.3:
Reply from 10.0.23.3:

ms

ms

ms

ms

ms

bytes=56 Sequence=1 ttl=253 time=70 ms
bytes=56 Sequence=2 ttl=253 time=60 ms
bytes=56 Sequence=3 ttl=253 time=70 ms

24
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Reply from 10.0.23.3: bytes=56 Sequence=4 ttl1=253 time=70 ms

Reply from 10.0.23.3: bytes=56 Sequence=5 ttl=253 time=60 ms
---10.0.23.3 ping statistics ---

5 packet(s) transmitted

5 packet(s) received

0.00% packet loss

round-trip min/avg/max = 60/66/70 ms

[FW2]ping 10.0.10.1
PING 10.0.10.1: 56 data bytes, press CTRL C to break
Reply from 10.0.10.1: bytes=56 Sequence=1 ttl1=253 time=40 ms
Reply from 10.0.10.1: bytes=56 Sequence=2 ttl=253 time=30 ms
Reply from 10.0.10.1: bytes=56 Sequence=3 ttl=253 time=40 ms
Reply from 10.0.10.1: bytes=56 Sequence=4 ttl1=253 time=30 ms
Reply from 10.0.10.1: bytes=56 Sequence=5 ttl=253 time=30 ms
---10.0.10.1 ping statistics ---
5 packet(s) transmitted
5 packet(s) received
0.00% packet loss
round-trip min/avg/max = 30/34/40 ms
[FW2]ping 10.0.23.3
PING 10.0.23.3: 56 data bytes, press CTRL C to break
Reply from 10.0.23.3: bytes=56 Sequence=1 ttl=254 time=30 ms
Reply from 10.0.23.3: bytes=56 Sequence=2 ttl=254 time=30 ms
Reply from 10.0.23.3: bytes=56 Sequence=3 ttl=254 time=30 ms
Reply from 10.0.23.3: bytes=56 Sequence=4 ttl=254 time=30 ms
Reply from 10.0.23.3: bytes=56 Sequence=5 ttl=254 time=30 ms
---10.0.23.3 ping statistics ---
5 packet(s) transmitted
5 packet(s) received
0.00% packet loss

round-trip min/avg/max = 30/30/30 ms

R1.R2, R3, FW1FIFW2i%#£/910.0.10.0/24, 10.0.20.0/24, 10.0.12.0/24,
10.0.23.0/24MEzZ [AIRT LAZEIE,

SEN. GiESIIMES SEMLEE 2 IPSec VPN

Be & TLECH IR IPEIRAYACL,

[FWl]acl 3000
[FWl-acl-adv-3000]rule permit ip source 10.0.100.0 0.0.0.255 destination
10.0.200.0 0.0.0.255
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[FW2]aecl 3000

[FW2-acl-adv-3000]rule permit ip source 10.0.200.0 0.0.0.255 destination

10.0.100.0 0.0.0.255

EEE/ \'\L Q&EU“_J\ A B |j\] 'X—_I E’J E%ll.:\ftﬁz EE °

[FWl]ip route-static 10.0.200.0 24 10.0.10.2

[FW2]ip route-static 10.0.100.0 24 10.0.20.1

R XIBFWI1FIFW2 L ECEIPSec IRV,

ECERT , SRR EARSEET | (ERESPHMYIIEIEHITIRIF.

RUMNEZRIE/IDES, SeRMIRIERIAERSHAL,

[FWl]ipsec proposal tranl
[FWl-ipsec-proposal-tranl]encapsulation-mode tunnel
[FWl-ipsec-proposal-tranl]transform esp
[FWl-ipsec-proposal-tranl]esp authentication-algorithm shal

[FWl-ipsec-proposal-tranl]esp encryption-algorithm des

[FW2]ipsec proposal tranl
[FW2-ipsec-proposal-tranl]encapsulation-mode tunnel
[FW2-ipsec-proposal-tranl]transform esp
[FW2-ipsec-proposal-tranl]esp authentication-algorithm shal

[FW2-ipsec-proposal-tranl]esp encryption-algorithm des

ERXEEFWLFIFW2_FEeBIKEZ 212N,

ESP{sEH

HIKER2RNF , EXINEEIE/IDES, STRMIIEEAFSHAL,

[FWl]ike proposal 10
[FWl-ike-proposal-10]authentication-algorithm shal

[FWl-ike-proposal-10]encryption-algorithm des

[FW2]ike proposal 10
[FW2-ike-proposal-10]authentication-algorithm shal
[FW2-ike-proposal-10]encryption-algorithm des

BCEIKEXSER | IKEXSHARBIAERIIKEV 2@ 755,
5|FRIKER SR , FENXIFim PHILANFIH =20,

[FWl]ike peer fwl2
[FWl-ike-peer-fwl2]ike-proposal 10
[FWl-ike-peer-fwl2]remote-address 10.0.20.2
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[FWl-ike-peer-fwl2]pre-shared-key abcde

[FW2]ike peer fw2l

[FW2-ike-peer-fw2l]ike-proposal 10

[FW2-ike-peer-fw2l]remote-address 10.0.10.

[FW2-ike-peer-fw2l]pre-shared-key abcde

R KIBFWIFIFW2 LB E L SRS,

1

EELERSAT , IFACL, IPSecRERINRIKEXSFHAFEET—IR,

[FWl]ipsec policy mapl 10 isakmp

[FWl-ipsec-policy-isakmp-mapl-10]security
[FWl-ipsec-policy-isakmp-mapl-10]proposal
[FWl-ipsec-policy-isakmp-mapl-10]ike-peer

[FW2]ipsec policy mapl 10 isakmp

[FW2-ipsec-policy-isakmp-mapl-10]security
[FW2-ipsec-policy-isakmp-mapl-10]proposal
[FW2-ipsec-policy-isakmp-mapl-10]ike-peer

acl 3000
tranl

fwl2

acl 3000
tranl

fw2l

R XABFWIFIFW2i2 O _E W %5518,

[FWl]interface Ethernet2/0/0

[FWl-Ethernet2/0/0]ipsec policy mapl

[FW2]interface Ethernet2/0/0

[FW2-Ethernet2/0/0]ipsec policy mapl

T 5> BRI 25 P PO 2 i BB P PR TIZE

[FWl]lping -a 10.0.100.1 10.0.200.1

B, SAREEIPSeciEIIEN.

PING 10.0.200.1: 56 data bytes, press CTRL C to break
Reply from 10.0.200.1: bytes=56 Sequence=1 ttl=255 time=50 ms
Reply from 10.0.200.1: bytes=56 Sequence=2 ttl=255 time=50 ms
Reply from 10.0.200.1: bytes=56 Sequence=3 ttl=255 time=60 ms
Reply from 10.0.200.1: bytes=56 Sequence=4 ttl=255 time=50 ms
Reply from 10.0.200.1: bytes=56 Sequence=5 ttl=255 time=50 ms

--- 10.0.200.1 ping statistics ---

5 packet(s) transmitted
5 packet(s) received
0.00% packet loss
round-trip min/avg/max = 50/52/60 ms

[FWl]display ike sa

current ike sa number: 1
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connection-id peer vpn flag phase doi
Oxla 10.0.20.2 0 RD v2:2 IPSEC
0x1 10.0.20.2 0 RD|ST v2:1 IPSEC

flag meaning
RD--READY ST--STAYALIVE RL--REPLACED FD--FADING
TO--TIMEOUT TD--DELETING NEG--NEGOTIATING D—DPD

[FWl]display ipsec sa

Interface: Ethernet2/0/0
path MTU: 1500

IPsec policy name: "mapl"
sequence number: 10

mode: isakmp

connection id: 9

rule number: 5

encapsulation mode: tunnel

holding time: 0d Oh Om 16s

tunnel local : 10.0.10.1 tunnel remote: 10.0.20.2
flow source: 10.0.100.0-10.0.100.255 0-65535 O
flow destination: 10.0.200.0-10.0.200.255 0-65535 0

[inbound ESP SAs]
spi: 74331737 (0x46e3659)
vpn: O said: 0 cpuid: 0x0000
proposal: ESP-ENCRYPT-DES ESP-AUTH-SHA1
sa remaining key duration (bytes/sec): 1887436464/3584
max received sequence-number: 4
udp encapsulation used for nat traversal: N
[outbound ESP SAs]
spi: 18969668 (0x1217444)
vpn: O said: 1 cpuid: 0x0000
proposal: ESP-ENCRYPT-DES ESP-AUTH-SHA1
sa remaining key duration (bytes/sec): 1887436464/3584
max sent sequence-number: 5

udp encapsulation used for nat traversal: N

FWLiEZAI P RIFOFW 2IEZ A9 P9 =] LA
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FW1FIFW22Z BB &3 7M/ N A EHYESP SA, ST T 95 SRR F1 SRR
REEEIT AN

SEh. BESIDAESSERZIENR IPSec VPN

B DT AERMIGEEEBAMAJACL,

[R3]acl 3000
[R3-acl-adv-3000]rule permit ip source 10.0.3.0 0.0.0.255 destination 10.0.200.0
0.0.0.255

[FW2]lacl 3001
[FW2-acl-adv-3001]rule permit ip source 10.0.200.0 0.0.0.255 destination
10.0.3.0 0.0.0.255

EEE \ijj‘ EEU'U\HBW g EIJ ﬁ%/U\Etg EE °

[R3]ip route-static 10.0.200.0 24 10.0.23.2

[FW2]ip route-static 10.0.3.0 24 10.0.20.1

#ER3 LECEIPSec £,

ECERT , SRR EARERET | (ERESPHMYXIEIREHITIRIF. ESPER
RUMNEEIL/IDES, SeRMIRIERIAERSHAL,

R3]ipsec proposal tranl

R3-ipsec-proposal-tran2]encapsulation-mode tunnel

(

(

[R3-ipsec-proposal-tran2]transform esp
[R3-ipsec-proposal-tran2]esp authentication-algorithm shal
(

]
]
]
R3-ipsec-proposal-tran2]esp encryption-algorithm des
EFW2FIR3_EECEIKERZ 2RIV,
HIKEZLRNF , EXINZEEADES, TEUNIEEA(EASHAL,
[R3]ike proposal 10

[R3-ike-proposal-10]authentication-algorithm shal

[R3-ike-proposal-10]encryption-algorithm des

BCEIKE peer, IKEXSEHAERIKEV2IDEA .
BCEIKEXSER |, SIAIKELRSIRN , FE X X imIPHUEF TR E 25,

[FW2]ike peer fw23

[FW2-ike-peer-fw23]ike-proposal 10
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[FW2-ike-peer-fw23]remote-address 10.0.23.3

[FW2-ike-peer-fw23]pre-shared-key abcde

[R3]ike peer r32 v2
[R3-ike-peer-r32]ike-proposal 10
[R3-ike-peer-r32]remote-address 10.0.20.2

[R3-ike-peer-r32]pre-shared-key abcde

FEFW2FIR3 LR B L2 5RER,
FLELERIRAT , BACL, IPSecR IR RIKEXF SRR EIE—1R,

[FW2]ipsec policy mapl 11 isakmp
[FW2-ipsec-policy-isakmp-mapl-11]security acl 3001
[FW2-ipsec-policy-isakmp-mapl-11]proposal tranl
[FW2-ipsec-policy-isakmp-mapl-11]ike-peer fw23

[R3]ipsec policy mapl 10 isakmp
[R3-ipsec-policy-isakmp-map2-10]security acl 3000
[R3-ipsec-policy-isakmp-map2-10]proposal tranl
[R3-ipsec-policy-isakmp-map2-10]ike-peer r32

FEFW2FIR3 _HzO N AL SRS,

[FW2]interface Ethernet2/0/0

[FW2-Ethernet2/0/0]ipsec policy mapl

[R3]interface Ethernet2/0/0

[R3-Ethernet2/0/0]ipsec policy mapl

WD TP AZERNEISDEAMANEREE | AREBIPSecEI BN,
BECEEIRMNIKE SAR , FEEWSHFERV2EE,

[R3]ping -a 10.0.3.3 10.0.200.1
PING 10.0.200.1: 56 data bytes, press CTRL C to break

Reply from 10.0.200.1: bytes=56 Sequence=1 ttl=255 time=50 ms
Reply from 10.0.200.1: bytes=56 Sequence=2 ttl=255 time=48 ms
Reply from 10.0.200.1: bytes=56 Sequence=3 ttl=255 time=48 ms
Reply from 10.0.200.1: bytes=56 Sequence=4 ttl=255 time=48 ms
Reply from 10.0.200.1: bytes=56 Sequence=5 ttl=255 time=48 ms

--- 10.0.200.1 ping statistics ---
5 packet(s) transmitted
5 packet(s) received
0.00% packet loss
round-trip min/avg/max = 48/48/50 ms
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[R3]display ike sa v2

Conn-ID Peer VPN Flag(s) Phase
2 10.0.20.2 0 RD|ST 2
1 10.0.20.2 0 RD|ST 1

Flag Description:
RD--READY ST--STAYALIVE RL--REPLACED FD--FADING TO--TIMEOUT
HRT--HEARTBEAT LKG--LAST KNOWN GOOD SEQ NO. BCK--BACKED UP

[R3]display ipsec sa

Interface: Serial2/0/0
Path MTU: 1500

IPSec policy name: "map2"

Sequence number : 10
Mode : ISAKMP
Connection ID : 2

Encapsulation mode: Tunnel
Tunnel local : 10.0.23.3
Tunnel remote : 10.0.20.2
[Outbound ESP SAs]
SPI: 247406703 (0xebf206f)
Proposal: ESP-ENCRYPT-DES-64 ESP-AUTH-SHA1
SA remaining key duration (bytes/sec): 1887436380/3534
Max sent sequence-number: 5
UDP encapsulation used for NAT traversal: N
[Inbound ESP SAs]
SPI: 155207494 (0x9404746)
Proposal: ESP-ENCRYPT-DES-64 ESP-AUTH-SHA1
SA remaining key duration (bytes/sec): 1887436380/3534
Max received sequence-number: 5

UDP encapsulation used for NAT traversal: N

FW2IE A9 WIFOR 3IE A R A] LAEIT.,

FW2FIR3Z B2 4&5&E 7IPSec VPNIEIE, SLI T 9 A ZE MLE TR EZRRILS
OEEEE AT,

SEN. EEDEINSES S582I8/ GRE over IPSec VPN

DI EXERH |, BEEEFHSIE , ST =1 RN ZER%ER.
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BEEREIRANEA , BERSIRHEERMRIEX | FREAISRE
WSCHIM R Z (BRI ELE

SR EMNASIFEIPSeci@iE _FiE1T.

BILABIE EAGRE Over IPSecARFSTFRISESHAMN , SER=1ARZ
[BAIRYEIT.

FW1_EBiETunnelizO , BFRESEAGRENY,
BTunneliZOFRINRIFW1AIUNntrust X 1g,

FWl]linterface tunnel 1
FWl-Tunnell] tunnel-protocol gre
FWl-Tunnell]ip address 30.1.1.1 24

FWl-Tunnell]destination 10.0.20.2

[

[ ]

[ ]
[FWl-Tunnell]source 10.0.10.1
( ]

[FWl-Tunnell] firewall zone untrust
(

FWl-zone-untrust]add interface Tunnel 1

FW2 L6l Tunneliz , BFERFAGREMNMY,
B TunnelIZOFINRIFW2H9Untrust X g,

FW2]interface tunnel 1
FW2-Tunnell]tunnel-protocol gre
FW2-Tunnell]ip address 30.1.1.2 24
FW2-Tunnell]destination 10.0.10.1

FW2-Tunnell

[

[ ]

[ ]
[FW2-Tunnell]source 10.0.20.2
[ ]

[ ]firewall zone untrust
[

FW2-zone-untrust]add interface Tunnel 1

HBRLA_ EXPERECERVRRSESH | EDBRMESTIRERNMW Z [EEc B ARIPH
F#Y. RIPHMN(ERIRZA2,

FWl]Jundo ip route-static 10.0.200.0 24 10.0.10.2
FWllrip

(

(

[FWl-rip-1]version 2
[FWl-rip-1]network 30.0.0.0
(

FWl-rip-l]network 10.0.0.0

FW2]undo ip route-static 10.0.100.0 24 10.0.20.1
FW2]rip

(

(

[FW2-rip-1]version 2
[FW2-rip-1]network 30.0.0.0
(

FW2-rip-l]lnetwork 10.0.0.0
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BCEACL , EM GREF R IRHIEIE AT EMIPSecINZRIEIE .
EELTERE , FPEFTENAIACL,

[FWl]lacl 3001

[FWl-acl-adv-3001]rule permit gre source 10.0.10.1 0 destination 10.0.20.2 O
[FWl-acl-adv-3001]quit

[FWl]ipsec policy mapl 10 isakmp

[FWl-ipsec-policy-isakmp-mapl-10]security acl 3001

[FW2]acl 3002

[FW2-acl-adv-3002]rule permit gre source 10.0.20.2 0 destination 10.0.10.1 O
[FW2-acl-adv-3002]quit

[FW2]ipsec policy mapl 10 isakmp

[FW2-ipsec-policy-isakmp-mapl-10]security acl 3002

HWECERIFAZE,
W ERRIZE A R SER N RYEE Y | EFBIPSecENM BN,
[FWl]lping -a 10.0.100.1 10.0.200.1
PING 10.0.200.1: 56 data bytes, press CTRL C to break
Reply from 10.0.200.1: bytes=56 Sequence=1 ttl=255 time=50 ms
Reply from 10.0.200.1: bytes=56 Sequence=2 ttl=255 time=50 ms
Reply from 10.0.200.1: bytes=56 Sequence=3 ttl=255 time=60 ms
Reply from 10.0.200.1: bytes=56 Sequence=4 ttl=255 time=50 ms
Reply from 10.0.200.1: bytes=56 Sequence=5 ttl=255 time=50 ms
--- 10.0.200.1 ping statistics ---
5 packet(s) transmitted
5 packet(s) received
0.00% packet loss
round-trip min/avg/max = 50/52/60 ms

[FWl]display ipsec sa

Interface: Ethernet2/0/0
path MTU: 1500

IPsec policy name: "mapl"
sequence number: 10

mode: isakmp

connection id: 26

rule number: 5
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encapsulation mode: tunnel
holding time: 0d Oh 5m 21s
tunnel local : 10.0.10.1 tunnel remote: 10.0.20.2
flow source: 10.0.100.0-10.0.100.255 0-65535 0
flow destination: 10.0.200.0-10.0.200.255 0-65535 0
[inbound ESP SAs]

spi: 240396810 (0xeb542a0a)

vpn: O said: 34 cpuid: 0x0000

proposal: ESP-ENCRYPT-DES ESP-AUTH-SHA1

sa remaining key duration (bytes/sec): 1887436044/3279

max received sequence-number: 9

udp encapsulation used for nat traversal: N
[outbound ESP SAs]

spi: 208723708 (0xc70defc)

vpn: O said: 35 cpuid: 0x0000

proposal: ESP-ENCRYPT-DES ESP-AUTH-SHA1

sa remaining key duration (bytes/sec): 1887436044/3279

max sent sequence-number: 10

udp encapsulation used for nat traversal: N

73 BRI ! S BB R AT LAZERE.

FW1FIFW2E24&%&7GRE over IPSec VPNEE, S TRIPIRAESEESD

ERRIZEAN S BB LSRG,

TEt. EBEEITDHLESESERZIAAY GRE over IPSec VPN

FW2_ LRI TunneliEO |, BFERAGREMNY,
B TunnelIZOFIDZEIFW289Untrust X 1,

[FW2]interface tunnel 2
[FW2-Tunnel2] tunnel-protocol gre
[FW2-Tunnel2]ip address 40.1.1.1 24
[FW2-Tunnel2]source 10.0.20.2
[FW2-Tunnel2]destination 10.0.23.3
[FW2-Tunnel2] firewall zone untrust

[FW2-zone-untrust]add interface Tunnel 2

R3_ECIEETunneliZ , FHESZAGREMMY,

[R3]interface tunnel 0/0/1
[R3-Tunnel0/0/1]tunnel-protocol gre
[R3-Tunnel0/0/1]ip address 40.1.1.2 24
[R3-Tunnel0/0/1]source 10.0.23.3
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[R3-Tunnel0/0/1]destination 10.0.20.2

HBRLA EXPRECERVBHRSERE | ED DN EMBFESEERMN Z BEE A
RIPEREAMNN., RIPHMY{#FEFEIRZAN2,

[FW2]undo ip route-static 10.0.3.0 24 10.0.20.1
[FW2]rip

[FW2-rip-1]version 2

[FW2-rip-1]network 40.0.0.0

[R3]Jundo ip route-static 10.0.200.0 24 10.0.23.2
[R3]rip

[R3-rip-1]version 2

[R3-rip-1l]network 40.0.0.0

[R3-rip-1]network 10.0.0.0

B EACLE X GREFE 2 G ISR N EERIPSecINZHIEIER.
FEL LR , 4PERIACL, IPSecH IR RIKEXFEK

[R3]acl 3001

[R3-acl-adv-3001]rule permit gre source 10.0.23.3 0 destination 10.0.20.2 O
[R3-acl-adv-3001]quit

[R3]ipsec policy mapl 20 isakmp

[R3-ipsec-policy-isakmp-mapl-10]security acl 3001
[R3-ipsec-policy-isakmp-mapl-20]proposal tranl
[R3-ipsec-policy-isakmp-mapl-20]ike-peer r32

[FW2]acl 3003

[FW2-acl-adv-3003]rule permit gre source 10.0.20.2 0 destination 10.0.23.3 0
[FW2-acl-adv-3003]quit

[FW2]ipsec policy mapl 20 isakmp

[FW2-ipsec-policy-isakmp-mapl-20]security acl 3003
[FW2-ipsec-policy-isakmp-mapl-20]proposal tranl
[FW2-ipsec-policy-isakmp-mapl-20]ike-peer fw23

HiEERITAZ.
MRS DR ERNESEBRMALEREE | EBIPSecE7IENR.

[R3]ping -a 10.0.3.3 10.0.200.1
PING 10.0.200.1: 56 data bytes, press CTRL C to break

Reply from 10.0.200.1: bytes=56 Sequence=1 ttl=255 time=56 ms
Reply from 10.0.200.1: bytes=56 Sequence=2 ttl=255 time=53 ms
Reply from 10.0.200.1: bytes=56 Sequence=3 ttl=255 time=54 ms
Reply from 10.0.200.1: bytes=56 Sequence=4 ttl=255 time=54 ms
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Reply from 10.0.200.1: bytes=56 Sequence=5 ttl=255 time=54 ms
---10.0.200.1 ping statistics ---
5 packet(s) transmitted
5 packet(s) received
0.00% packet loss
round-trip min/avg/max = 53/54/56 ms
[R3]display ipsec sa

Interface: Serial2/0/0
Path MTU: 1500

IPSec policy name: "map2"

Sequence number : 10
Mode : ISAKMP
Connection ID 2

Encapsulation mode: Tunnel
Tunnel local : 10.0.23.3
Tunnel remote : 10.0.20.2
[Outbound ESP SAs]
SPI: 247406703 (0xebf206f)
Proposal: ESP-ENCRYPT-DES-64 ESP-AUTH-SHA1
SA remaining key duration (bytes/sec): 1887435120/1952
Max sent sequence-number: 20
UDP encapsulation used for NAT traversal: N
[Inbound ESP SAs]
SPI: 155207494 (0x9404746)
Proposal: ESP-ENCRYPT-DES-64 ESP-AUTH-SHA1
SA remaining key duration (bytes/sec): 1887435120/1952
Max received sequence-number: 20

UDP encapsulation used for NAT traversal: N

DRI ANEREESEBAR T LUEE.

FW2F1R3 2 [BIE4 7 ZGRE over IPSec VPNIEIE,
PDANEMBFEZREANEIE,

4

I T RIPEEAED

BRANSEIS: BEFHIGIE

TEAPRED DI ANESEEZERIIPSechS , R3AFAFERHIKEV2EFW 21
A0 |, IKE SAgEsE~TIG ?
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mEZEELRE

[FWl]display current-configuration
#

sysname FW1l

#

acl number 3000

rule 5 permit ip source 10.0.100.0 0.0.0.255 destination 10.0.200.0 0.0.0.255
#

acl number 3001

rule 5 permit gre source 10.0.10.1 0 destination 10.0.20.2 0
#

ike proposal 10

#

ike peer fwl2

pre-shared-key abcde

ike-proposal 10

remote—address 10.0.20.2

#

ipsec proposal tranl

esp authentication-algorithm shal
#

ipsec policy mapl 10 isakmp
security acl 3001

ike-peer fwl2

proposal tranl

#

interface Ethernet0/0/0

ip address 10.0.100.1 255.255.255.0
#

interface Ethernet2/0/0

ip address 10.0.10.1 255.255.255.0
ipsec policy mapl

#

interface Tunnell

ip address 30.1.1.1 255.255.255.0
tunnel-protocol gre

source 10.0.10.1

destination 10.0.20.2

#

firewall zone local

set priority 100

#
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firewall zone trust
set priority 85
add interface Ethernet0/0/0
#
firewall zone untrust
set priority 5
add interface Ethernet2/0/0
add interface Tunnell
#
ospf 1
area 0.0.0.0
network 10.0.10.0 0.0.0.255
#
rip 1
version 2
network 30.0.0.0
network 10.0.0.0
#

Return

[FW2]display current-configuration

#

sysname FW2

#

acl number 3000

rule 5 permit ip source 10.0.200.0 0.0.0.255 destination 10.0.100.0 0.0.0.255
#

acl number 3001

rule 5 permit ip source 10.0.200.0 0.0.0.255 destination 10.0.3.0 0.0.0.255
#

acl number 3002

rule 5 permit gre source 10.0.20.2 0 destination 10.0.10.1 O
#

acl number 3003

rule 5 permit gre source 10.0.20.2 0 destination 10.0.23.3 0
#

ike proposal 10

#

ike peer fw2l

pre-shared-key abcde

ike-proposal 10

remote—-address 10.0.10.1

#
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ike peer fw23

pre-shared-key abcde

ike-proposal 10

remote—address 10.0.23.3

#

ipsec proposal tranl

esp authentication-algorithm shal
#

ipsec policy mapl 10 isakmp
security acl 3002

ike-peer fw2l

proposal tranl

#

ipsec policy mapl 11 isakmp
security acl 3001

ike-peer c

proposal tranl

#

ipsec policy mapl 20 isakmp
security acl 3003

ike-peer fw23

proposal tranl

#

interface Ethernet0/0/0

ip address 10.0.200.1 255.255.255.0
#

interface Ethernet2/0/0

ip address 10.0.20.2 255.255.255.0
ipsec policy mapl

#

interface Tunnell

ip address 30.1.1.2 255.255.255.0
tunnel-protocol gre

source 10.0.20.2

destination 10.0.10.1

#

interface Tunnel?

ip address 40.1.1.1 255.255.255.0
tunnel-protocol gre

source 10.0.20.2

destination 10.0.23.3

#

firewall zone local
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set priority 100
#
firewall zone trust
set priority 85
add interface Ethernet0/0/0
#
firewall zone untrust
set priority 5
add interface Ethernet2/0/0
add interface Tunnell
add interface Tunnel2
#
firewall zone dmz
set priority 50
#
ospf 1
area 0.0.0.0
network 10.0.20.0 0.0.0.255
#
rip 1
version 2
network 30.0.0.0
network 10.0.0.0
network 40.0.0.0
#

Return

[R3]display current-configuration

[V200R001C00SPC200]

#

sysname R3

#

acl number 3000

rule 5 permit ip source 10.0.3.0 0.0.0.255 destination 10.0.200.0 0.0.0.255
#

acl number 3001

rule 5 permit gre source 10.0.23.3 0 destination 10.0.20.2 0
#

ipsec proposal tranl

esp authentication-algorithm shal

#

ike proposal 10

#
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ike peer r32 v2
pre-shared-key abcde
ike-proposal 10
remote—address 10.0.20.2
#
ipsec policy mapl 10 isakmp
security acl 3000
ike-peer r32
proposal tranl
#
ipsec policy mapl 20 isakmp
security acl 3001
ike-peer r32
proposal tranl
#
interface Serial2/0/0
link-protocol ppp
ip address 10.0.23.3 255.255.255.0
ipsec policy mapl
#
interface LoopBack0
ip address 10.0.3.3 255.255.255.0
#
interface Tunnel0/0/1
ip address 40.1.1.2 255.255.255.0
tunnel-protocol gre
source 10.0.23.3
destination 10.0.20.2
#
ospf 1
area 0.0.0.0
network 10.0.23.0 0.0.0.255
#
rip 1
version 2
network 40.0.0.0
network 10.0.0.0
#

return
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F3ESS

TE—. BilfitES IP filt

ERTEIRBECEIPHEIFH#ERT,

<Huawei>system-view

Enter system view, return user view with Ctrl+Z.
[Huawei] sysname R1

[Rl1]interface GigabitEthernet0/0/1
[R1-GigabitEthernet0/0/1]ip address 10.0.10.1 24

<Huawei>system-view

Enter system view, return user view with Ctrl+Z.
[Huawei] sysname R2

[R2]interface GigabitEthernet0/0/1
[R2-GigabitEthernet0/0/1]ip address 10.0.10.2 24

<Huawei>system-view

Enter system view, return user view with Ctrl+Z.
[Huawei] sysname R3

[R3]interface GigabitEthernet0/0/1
[R3-GigabitEthernet0/0/1]ip address 10.0.10.3 24

<Quidway>system-view
Enter system view, return user view with Ctrl+Z.

[Quidway] sysname S1

<Eudemon 200E>system-view

Enter system view, return user view with Ctrl+Z.
[Eudemon 200E]sysname FW

[FW]interface Ethernet 0/0/0
[FW-Ethernet0/0/0]ip address 10.0.10.254 24
[FW-Ethernet0/0/0]interface Ethernet 2/0/0
[FW-Ethernet2/0/0]ip address 100.0.0.1 24

<Quidway>system-view

Enter system view, return user view with Ctrl+7Z.
[Quidway] sysname S2

[S2]vlan 100

[S2-v1anl00]quit

[S2]interface GigabitEthernet 0/0/9
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[S2-GigabitEthernet0/0/9]port link-type access
[S2-GigabitEthernet0/0/9]port default vlan 100
[S2-GigabitEthernet0/0/9]quit

[S2]interface Vlanif 100

[S2-V1anifl00]ip address 100.0.0.2 24

[S1]vlan 100

[S1-v1anl00]quit

[Sl]linterface GigabitEthernet 0/0/9
[S1-GigabitEthernet0/0/9]port link-type access
[S1-GigabitEthernet0/0/9]port default vlan 100
[S1-GigabitEthernet0/0/9]interface GigabitEthernet 0/0/23
[S1-GigabitEthernet0/0/23]port link-type access
[S1-GigabitEthernet0/0/23]port default vlan 100

KHIS1A9G0/0/10, GO/0/13F#0G0/0/14%20 , SRS SLIGIERSIN.

[Sl]linterface GigabitEthernet 0/0/10
[S1-GigabitEthernet0/0/10]shutdown
[S1-GigabitEthernet0/0/10]interface GigabitEthernet 0/0/13
[S1-GigabitEthernet0/0/13]shutdown
[S1-GigabitEthernet0/0/13]interface GigabitEthernet 0/0/14
[S1-GigabitEthernet0/0/14]shutdown

BeETnkfE | WX EEERIEE M.
[Rl]ping -¢ 1 10.0.10.2

PING 10.0.10.2: 56 data bytes, press CTRL C to break
Reply from 10.0.10.2: bytes=56 Sequence=1 ttl=255 time=2 ms

---10.0.10.2 ping statistics ---
1 packet(s) transmitted
1 packet(s) received
0.00% packet loss

round-trip min/avg/max = 2/2/2 ms

[Rl]Jping -¢ 1 10.0.10.3
PING 10.0.10.3: 56 data bytes, press CTRL C to break
Reply from 10.0.10.3: bytes=56 Sequence=1 ttl=255 time=2 ms

---10.0.10.3 ping statistics ---
1 packet(s) transmitted
1 packet (s) received

0.00% packet loss
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round-trip min/avg/max = 2/2/2 ms
[Rl]Jping -c¢ 1 10.0.10.254
PING 10.0.10.254: 56 data bytes, press CTRL C to break
Reply from 10.0.10.254: bytes=56 Sequence=1 ttl=255 time=3 ms
---10.0.10.254 ping statistics ---
1 packet(s) transmitted
1 packet(s) received
0.00% packet loss
round-trip min/avg/max = 3/3/3 ms
[FW]ping -c¢ 1 100.0.0.2
10:47:09 2011/12/27
PING 100.0.0.2: 56 data bytes, press CTRL C to break
Reply from 100.0.0.2: bytes=56 Sequence=1 ttl=254 time=1 ms
--- 100.0.0.2 ping statistics ---
1 packet(s) transmitted
1 packet(s) received
0.00% packet loss
round-trip min/avg/max = 1/1/1 ms
1= — S A
STER-. ZMMEHIE
=LV S ML == Nt Ay
SEITET NSRS REE B EM KRR AL NS B,
ER1, R2, R3FIS2EEMXK,
[R1]ip route-static 0.0.0.0 0 10.0.10.254
[R2]ip route-static 0.0.0.0 0 10.0.10.254
[R3]ip route-static 0.0.0.0 0 10.0.10.254
[S2]ip route-static 0.0.0.0 0 100.0.0.1
N S A A
fES2 EMiHSR1, R2. R3pVEEM.
[S2]ping -¢ 1 10.0.10.1
PING 10.0.10.1: 56 data bytes, press CTRL C to break
Reply from 10.0.10.1: bytes=56 Sequence=1 ttl=254 time=1 ms
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---10.0.10.1 ping statistics ---
1 packet(s) transmitted
1 packet(s) received
0.00% packet loss

round-trip min/avg/max = 1/1/1 ms

[S2]ping -c¢ 1 10.0.10.2
PING 10.0.10.2: 56 data bytes, press CTRL C to break
Reply from 10.0.10.2: bytes=56 Sequence=1 ttl=254 time=1 ms

---10.0.10.2 ping statistics ---
1 packet(s) transmitted
1 packet(s) received
0.00% packet loss

round-trip min/avg/max = 1/1/1 ms

[S2]ping -c¢ 1 10.0.10.3
PING 10.0.10.3: 56 data bytes, press CTRL C to break
Reply from 10.0.10.3: bytes=56 Sequence=1 ttl=254 time=1 ms

---10.0.10.3 ping statistics ---
1 packet(s) transmitted
1 packet(s) received
0.00% packet loss

round-trip min/avg/max = 1/1/1 ms

SR=. ERSEBERE

WEEUUREAENTAER DRI SRIRSHER. ERSHTEE
MIEEMIREER , LUARIIRSSSInLRESNBN.

XA IR AT AR EECESYN FIoodllj‘j . TCPE&&EEPGE. HTTP
FloodBsse. UDP FloodBssef0ICMP Flood S(‘th)’j‘,i{%jﬁ)ﬂlﬂfg

FEFWRIE2/0/0820_EFEETF TCPR AR EIIEE.

[FW] firewall source-ip detect interface Ethernet 2/0/0 alert-rate 10000 max-rate
30000

EFW _EFETCPEIEERBINAE,

[FW] firewall blacklist enable
[FW] firewall session link-state check

[FW]firewall defend tcp-illegal-session enable
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Warning: Configuring this command will affect the P2P service. To protect the
server from TCP connection exhaustion, configure this command.

Continue? [Y/N]:y

FEFWARIE2/0/0%20 _EFFFEHTTP FloodBasBIhEE.

[FW]firewall defend http-flood enable
[FW] firewall defend http-flood source-detect interface Ethernet 2/0/0 alert-rate
10000 max-rate 30000

EFWRJE2/0/03ZO_EFH/ZUDP FloodBssBIigE,

[FW]firewall defend udp-flood enable

[FW] firewall defend udp-flood interface Ethernet2/0/0 max-rate 20000

fEFWHRIE2/0/02 0 EFFIEICMP FloodR3BIige.

[FW]firewall defend icmp-flood enable

[FW]firewall defend icmp-flood interface Ethernet 2/0/0 max-rate 10000

SEN. DiEAMERIENERE

WE KX B RO AR RIS B T 2 B R RMARIIRSHANE T
TEimiE. $HRSXMEREA T LIRS i B i ISR B IBER R IF AL,

EFW EF Sim Qi P e Inee.

[FW]firewall defend port-scan enable

[FW]firewall defend port-scan max-rate 5000

SER. DERPERXIENE

WHEEBNRMERREERRERIIPIRI | B seFEEnREAEGIRX LR
XAETHEE  NARIE I BinREREEETHEN. — N RERINEEE(RER
FPEFENEEEZT , SIXMIET AN FERESMurfiiERE. Landiid
B5Se. FraggleERESE. RRNTEEANENS L@ T**‘B%DHCP Snooping
ELoEERIMERNESZE.

EFW_EFESmurfitiasehae.

[FW] firewall defend smurf enable

EFW_EFSLandiEBA e IhEE.
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[FW] firewall defend land enable

EFW_EFFSFraggleIiEFaseInge.

[FW]firewall defend fraggle enable

EFW_EFREIPS R SRR BI0RE.

[FW]firewall defend ip-fragment enable

EFW EAETCPIR SRS B RBI0EE.

[FW]firewall defend tcp-flag enable

BER1ELE IDHCPIRSS B8,

[R1]dhcp enable

[Rl]interface GigabitEthernet 0/0/1
[R1-GigabitEthernet0/0/1]dhcp select global
[R1-GigabitEthernet0/0/1]quit

[Rl1]ip pool company

[Rl-ip-pool-company]network 10.0.10.0 mask 24
[Rl-ip-pool-company]excluded-ip-address 10.0.10.1
[Rl1-ip-pool-company]gateway-list 10.0.10.254

FER2MIR3A9G0/0/ 1= Ec E /I B aEREXIPHELLE,

[R2]dhcp enable

[R2]interface GigabitEthernet 0/0/1
[R2-GigabitEthernet0/0/1]undo ip address
[R2-GigabitEthernet0/0/1]ip address dhcp-alloc

Info: The operation may take a few seconds, please wait.

Succeed.

[R3]dhcp enable

[R3]interface GigabitEthernet 0/0/1
[R3-GigabitEthernet0/0/1]undo ip address
[R3-GigabitEthernet0/0/1]ip address dhcp-alloc

Info: The operation may take a few seconds, please wait.

Succeed.

f£S1 EFFDHCP SnoopingIige | FAEOREEEXRR.

[S1]dhcp enable
[S1]dhcp snooping enable
[Sl]linterface GigabitEthernet 0/0/1
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[S1-GigabitEthernet0/0/1]dhcp snooping trusted
[S1-GigabitEthernet0/0/1]inter GigabitEthernet 0/0/2
[S1-GigabitEthernet0/0/2]dhcp snooping enable
[S1-GigabitEthernet0/0/2]inter GigabitEthernet 0/0/3
[S1-GigabitEthernet0/0/3]dhcp snooping enable

BERLAIGO/0/1EOMACHIEFIFWRIEO/O/0ECMACHENE | HECERHS
FAF47E.

[Rl]display interface GigabitEthernet 0/0/1
GigabitEthernet0/0/1 current state : UP

Line protocol current state : UP

Last line protocol up time : 2011-12-27 10:21:41
Description:HUAWEI, AR Series, GigabitEthernet0/0/1 Interface
Route Port,The Maximum Transmit Unit is 1500

Internet Address is 10.0.10.1/24

IP Sending Frames' Format is PKTFMT ETHNT 2, Hardware address is 5489-9876-81f0
Last physical up time : 2011-12-27 10:14:07

Last physical down time : 2011-12-27 10:13:48

Current system time: 2011-12-27 16:24:49

Port Mode: COMMON COPPER

Speed : 1000, Loopback: NONE

Duplex: FULL, Negotiation: ENABLE

Mdi : AUTO

Last 300 seconds input rate 704 bits/sec, 0 packets/sec

Last 300 seconds output rate 0 bits/sec, 0 packets/sec

Input peak rate 7392 bits/sec,Record time: 2011-12-27 10:17:53
Output peak rate 2816 bits/sec,Record time: 2011-12-27 10:17:13

Input: 12040 packets, 1641163 bytes

Unicast: 0, Multicast: 0
Broadcast: 0, Jumbo: 0
Discard: 0, Total Error: 0

[FW]ldisplay interface Ethernet 0/0/0

Ethernet0/0/0 current state : UP

Line protocol current state : UP

Description : Huaweil, Eudemon 200E serials, Ethernet0/0/0 Interface, Route Port
The Maximum Transmit Unit is 1500 bytes, Hold timer is 10 (sec)

Internet Address is 10.0.10.254/24

IP Sending Frames' Format is PKTFMT ETHNT 2, Hardware address is 0022-a109-68b2
Media type is twisted pair, loopback not set, promiscuous mode not set

100Mb/s-speed mode, Full-duplex mode, link type is auto negotiation
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Output flow-control is unsupported, input flow-control is unsupported

QoS max-bandwidth : 100000 Kbps

Output queue : (Urgent queue : Size/Length/Discards) 0/50/0
Output queue : (Frag queue : Size/Length/Discards) 0/1000/0
Output queue : (Protocol queue : Size/Length/Discards) 0/1000/0
Output queue : (FIFO queue : Size/Length/Discards) 0/256/0

Last 300 seconds input rate 59.50 bytes/sec, 0.50 packets/sec
Last 300 seconds output rate 0.00 bytes/sec, 0.00 packets/sec
Input: 11778 packets, 1527521 bytes

478 broadcasts(4.06%), 11230 multicasts (95.35%)

0 runts, 0 giants,
errors, 0 CRC,
collisions, 0 late collisions, 0 overruns,

jabbers, 0 input no buffers, 0 Resource errors,

o O O O

other errors

[Sl]user-bind static ip-address 10.0.10.1 mac-address 5489-9876-81f0
[Sl]user-bind static ip-address 10.0.10.254 mac-address 0022-al109-68b2

FEIPIRBBEINEE.

[Sl]linterface GigabitEthernet 0/0/2

[S1-GigabitEthernet0/0/2]ip source check user-bind enable

Info: Add permit rule for dynamic snooping bind-table, please wait a minute!
[S1-GigabitEthernet0/0/2]interface GigabitEthernet 0/0/3
[S1-GigabitEthernet0/0/3]ip source check user-bind enable

Info: Add permit rule for dynamic snooping bind-table, please wait a minute!

BeEIPH S IGEIEIN.

[Sl]linterface GigabitEthernet 0/0/2

[S1-GigabitEthernet0/0/2]ip source check user-bind check-item ip-address
mac-address

Info: Change permit rule for dynamic snooping bind-table, please wait a minute!
[S1-GigabitEthernet0/0/2]interface GigabitEthernet 0/0/3
[S1-GigabitEthernet0/0/3]ip source check user-bind check-item ip-address
mac-address

Info: Change permit rule for dynamic snooping bind-table, please wait a minute!

BCEARPIRSIREMACHEILHE EINEE.

[Sllarp anti-attack packet-check sender-mac

BCERLLEARPHEIARE.
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[Sl]linterface GigabitEthernet 0/0/2
[S1-GigabitEthernet0/0/2]arp anti-attack check user-bind enable
[S1-GigabitEthernet0/0/2]arp anti-attack check user-bind check-item ip-address

mac-address

Info: Change permit rule for dynamic dhcp snooping bind-table, please wait a

minute!
[S1-GigabitEthernet0/0/2]interface GigabitEthernet 0/0/3
[S1-GigabitEthernet0/0/3]arp anti-attack check user-bind check-item ip-address

mac-address

Info: Change permit rule for dynamic dhcp snooping bind-table, please wait a

minute!

SEIN.  EeERTRRSISERAE

WEE LR A—ERD BRI GERSOIMESH TR, FHIXFIER
LAFR %ﬁﬂ%ﬁkaCMPlﬁfﬁBﬁ,& ICMPEEFEHRIIZERE. ICMPARAIAHR
NEeEFEFRERAMEZ 2 E.

EFW LA BEXRICMPHR IR EIIRE,

[FW]firewall defend large-icmp enable
[FW]firewall defend large-icmp max-length 3000

EFW EFEICMPEEMIR I HBTEINEE.

[FW]firewall defend icmp-redirect enable

EFW_EFBICMPARAAR RGBT RE.

[FW]firewall defend icmp-unreachable enable

FEFW_ EHF SR HICRIIPIR X I T 5 eI,

[FW] firewall defend route-record enable

fEFW B E RS R IV IPHR S I RGBT RE.

[FW] firewall defend source-route enable

FEFW LECE TracertfiR S IR EINEE,

[FW] firewall defend tracert enable

EFW L E R BRIEIRIIPR S I R EIRE,
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[FW]firewall defend time-stamp enable

BIANsELE: BB FHIGIE

TESCRRAIMIES R |, BKIEREEERIREREERSBIR | A ER(IFEIPSIRE
HITHRIM—TEEIRERE.

IBEEXTIPSEIERANR | FXILLESIXIERNES.

RERELE

[FW]display current-configuration

#

sysname FW

#

undo firewall ipv6 session link-state check
#

vlan batch 1

#

firewall session link-state check

#

firewall defend tcp-illegal-session enable
firewall defend http-flood enable

firewall defend port-scan enable

firewall defend time-stamp enable

firewall defend route-record enable
firewall defend source-route enable
firewall defend ip-fragment enable
firewall defend tcp-flag enable

firewall defend fraggle enable

firewall defend tracert enable

firewall defend icmp-unreachable enable
firewall defend icmp-redirect enable
firewall defend large-icmp enable

firewall defend icmp-flood enable

firewall defend udp-flood enable

firewall defend smurf enable

firewall defend land enable

firewall defend port-scan max-rate 5000
firewall defend large-icmp max-length 3000
firewall defend http-flood source-detect interface Ethernet2/0/0 alert-rate
10000 max-rate 30000
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firewall source-ip detect interface Ethernet2/0/0 alert-rate 10000 max-rate
30000

firewall defend icmp-flood interface Ethernet2/0/0 max-rate 10000
firewall defend udp-flood interface Ethernet2/0/0 max-rate 20000
#

runmode firewall

#

update schedule ips daily 5:37

update schedule av daily 5:37

security server domain sec.huawei.com

#

web-manager enable

#

l12fwdfast enable

#

interface Vlanifl

ip address 192.168.0.1 255.255.255.0

dhcp select interface

#

interface Ethernet0/0/0

ip address 10.0.10.254 255.255.255.0

#

interface Ethernet2/0/0

ip address 100.0.0.1 255.255.255.0

#

firewall zone local

set priority 100

#

firewall zone trust

set priority 85

#

firewall zone untrust

set priority 5

#

firewall zone dmz

set priority 50

#

aaa

local-user admin password cipher 1MQ;4\]1B+4Z, YWX*NZ550A!!
local-user admin service-type web terminal
local-user admin level 3
authentication-scheme default

#
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authorization-scheme default
#

accounting-scheme default

#

domain default

domain dotlx

#

#

nga-jitter tag-version 1

#

banner enable

#

firewall blacklist enable
#

user—-interface con 0
user-interface tty 2
authentication-mode none
modem both

user-interface vty 0 4

set authentication password simple Admin@123
#

slb

cwmp
#
right-manager server-group

#

return

[Sl]display current-configuration

#

!Software Version V100R006CO0SPC800

sysname S1

#

vlan batch 100

#

dhcp enable

dhcp snooping enable

user-bind static ip-address 10.0.10.1 mac-address 5489-9876-81f0
user-bind static ip-address 10.0.10.254 mac-address 0022-al09-68b2
#

interface GigabitEthernet0/0/1
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dhcp snooping trusted

#

interface GigabitEthernet0/0/2

dhcp snooping enable

arp anti-attack check user-bind enable

arp anti-attack check user-bind check-item ip-address mac-address
ip source check user-bind enable

ip source check user-bind check-item ip-address mac-address
#

interface GigabitEthernet0/0/3

dhcp snooping enable

arp anti-attack check user-bind enable

arp anti-attack check user-bind check-item ip-address mac-address
ip source check user-bind enable

ip source check user-bind check-item ip-address mac-address
#

interface GigabitEthernet0/0/9

port link-type access

port default vlan 100

#

interface GigabitEthernet0/0/10

shutdown

#

interface GigabitEthernet0/0/13

shutdown

#

interface GigabitEthernet0/0/14

shutdown

#

interface GigabitEthernet0/0/23

port link-type access

port default vlan 100

#

interface GigabitEthernet0/0/24

#

return
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SPI8 1-4 Eudemon B5AEE NAT S

F3B88r

o EiEfEEudemonfi ks FECENAT Easy IPRYFFIE
o EfRfEEudemonprXiE EETFHIEECENAPTRIITIE
o EiRfEEudemonfXiE EECENAT ServerfiJ7giE
o EiEfEEudemonBikiE EECEIHMAINAT Serverfy75i%
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1
\ Untrust DMZ i
1
| Loopback0 . Loopback0 /
\ 10.0.1.1/24 o ‘::\ 10.0.4.4/24 H
\ .- . N /
\ - ’ ~ Se /
\ - ’ ~ ~o ’
~ - - ’ \\ ~o -~ 7
/’, \\‘
Trust ;
0 Loopback0 Loopback0 ,,'I
‘\\ 10.0.2.2/24 10.0.3.3/24 -7

E1-4 EudemonPi X IENATE E

in=

FRIMIADNNESEERR., ARRNSBERGKEREA= X, IE
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PIEBRIZE TrustXIAI P R EREB RIS NRXIEK, HEFEFDMZXIGHHI—
BiR5SE8 (IPHENE/910.0.4.4 ) 1Rt Telnet RSFIFTPIRS RABHE |, WL
FreUibit91.1.1.100/24,

Ak REEIERERNE—EIRS58810.0.3. 312 MM TelnetiRZARHHE |
{#ETrustXIE RO EEIS(#AE1.1.1.200/243518), EtbAmAGHIEHRELE,

FIES

SH—. EFERESIPFEI

SRR IRRRRECEIPHUAIERS. BCERTEEAMEHLoopbackizEER
WO 9244,

<Huawei>system-view
Enter system view, return user view with Ctrl+Z.
Huawei]sysname R1

Rl]linterface GigabitEthernet 0/0/1

[
[
[R1-GigabitEthernet0/0/1]ip address 1.1.1.1 24
[R1-GigabitEthernet0/0/1]interface loopback 0
[

Rl1-LoopBackO]ip address 10.0.1.1 24

<Huawei>system-view
Enter system view, return user view with Ctrl+Z.
Huawei] sysname R2

R2]interface GigabitEthernet0/0/1

[
[
[R2-GigabitEthernet0/0/1]ip address 10.0.20.2 24
[R2-GigabitEthernet0/0/1]interface loopback 0

[

R2-LoopBack0O]ip address 10.0.2.2 24

<Huawei>system-view
Enter system view, return user view with Ctrl+Z.
Huawei] sysname R3

R3]interface GigabitEthernet0/0/1

[
[
[R3-GigabitEthernet0/0/1]ip address 10.0.20.3 24
[R3-GigabitEthernet0/0/1]interface loopback 0

[

R3-LoopBack0O]ip address 10.0.3.3 24

<Huawei>system-view

Enter system view, return user view with Ctrl+Z.
[Huawei] sysname R4

[R4]interface GigabitEthernet 0/0/1
[R4-GigabitEthernet0/0/1]ip address 10.0.40.4 24

HC Series HUAWEI TECHNOLOGIES 57



HCDP-IENP 25— B ket o6

[R4-GigabitEthernet0/0/1]interface loopback 0
[R4-LoopBackO]ip address 10.0.4.4 24

LEPX ISR ENBIRT , FEEEEthernetl/0/0FOAN_EXINZED ,
AECEIPHIYE, SCIOTPFA IR KIE EBCEVLANL2 | ® X Vlanifl2, BCEIPith
HHEAInsideXigAIMX |, fEFFIPHENEL0.0.20.254/24,

EOANBIR R KEREBRIVIanifLECEIIL | SLIGHhuERTH  MFR%EC
&,

<Eudemon 200E>system-view

Enter system view, return user view with Ctrl+Z.
[Eudemon 200E]sysname FW

[FW]vlan 12

[FW-vlan-12]quit

[FW]interface Vlanif 12

[FW-V1anifl2]ip address 10.0.20.254 24
[FW-Vlanifl2]interface ethernet 1/0/0
[FW-Ethernetl/0/0]port access vlan 12
[FW-Ethernetl/0/0]Jundo interface Vlanif 1
[FW]interface Ethernet 0/0/0
[FW-Ethernet0/0/0]ip address 1.1.1.254 24
[FW-Ethernet0/0/0]interface ethernet 2/0/0
[FW-Ethernet2/0/0]ip address 10.0.40.254 24

FESSHEN E35GO/0/15G0/0/2 1O EIVLANLL, $§G0/0/2, GO/0/3
5G0/0/22# 0% XEIVLAN12, $5G0/0/45G0/0/23#%AENXEIVLAN1S,

[Quidway] sysname S1

[S1]vlan batch 11 to 13

[Sl]linterface GigabitEthernet 0/0/1
[S1-GigabitEthernet0/0/1]port link-type access
[S1-GigabitEthernet0/0/1]port default vlan 11
[S1-GigabitEthernet0/0/1]interface GigabitEthernet 0/0/2
[S1-GigabitEthernet0/0/2]port link-type access
[S1-GigabitEthernet0/0/2]port default vlan 12
[S1-GigabitEthernet0/0/2]interface GigabitEthernet 0/0/3
[S1-GigabitEthernet0/0/3]port link-type access
[S1-GigabitEthernet0/0/3]port default vlan 12
[S1-GigabitEthernet0/0/2]interface GigabitEthernet 0/0/4
[S1-GigabitEthernet0/0/3]port link-type access
[S1-GigabitEthernet0/0/3]port default vlan 13
[S1-GigabitEthernet0/0/3]interface GigabitEthernet 0/0/21
[S1-GigabitEthernet0/0/21]port link-type access
[S1-GigabitEthernet0/0/21]port default vlan 11
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[S1-GigabitEthernet0/0/21]interface GigabitEthernet 0/0/22
[S1-GigabitEthernet0/0/22]port link-type access
[S1-GigabitEthernet0/0/22]port default vlan 12
[S1-GigabitEthernet0/0/22]interface GigabitEthernet 0/0/23
[S1-GigabitEthernet0/0/23]port link-type access
[S1-GigabitEthernet0/0/23]port default vlan 13

SR, GEMSIEH , LIMSEREENE

£R2, R3FIR4ALECEREIZH , EFW _LECERIRAVERSISH , SCIIgD
LoopbackOEOIEHZMNMERZ BMNEIE, RITEENHERH , EREEEAN
InternetiZ ] , EABEMBENEFIDMZXIFAIFABMNEER.

[R2]ip route-static 0.0.0.0 0 10.0.20.254
[R3]ip route-static 0.0.0.0 0 10.0.20.254
[R4]ip route-static 0.0.0.0 0 10.0.40.254

[FW]ip route-static 10.0.2.0 24 10.0.20.2
[FW]ip route-static 10.0.3.0 24 10.0.20.3
[FW]ip route-static 10.0.4.0 24 10.0.40.4

[FW]ip route-static 0.0.0.0 0 1.1.1.1
ERA XS EiX510.0.1.0, 10.0.2.0, 10.0.3.0. 10.0.4.0M91\MEZHIEE
s
[FW]ping 10.0.1.1
PING 10.0.1.1: 56 data bytes, press CTRL C to break

Reply from 10.0.1.1: bytes=56 Sequence=1 ttl=255 time=1 ms
Reply from 10.0.1.1: bytes=56 Sequence=2 ttl=255 time=1 ms
Reply from 10.0.1.1: bytes=56 Sequence=3 ttl=255 time=1 ms
Reply from 10.0.1.1: bytes=56 Sequence=4 ttl=255 time=1 ms
Reply from 10.0.1.1: bytes=56 Sequence=5 ttl=255 time=1 ms

--- 10.0.1.1 ping statistics ---
5 packet(s) transmitted
5 packet (s) received
0.00% packet loss

round-trip min/avg/max = 1/1/1 ms

[FW]lping 10.0.2.2
PING 10.0.2.2: 56 data bytes, press CTRL C to break
Reply from 10.0.2.2: bytes=56 Sequence=1 ttl=255 time=1 ms
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Reply from 10.0.2.2
Reply from 10.0.2.2
Reply from 10.0.2.2
Reply from 10.0.2.2

bytes=56
bytes=56
bytes=56
bytes=56

Sequence=2
Sequence=3
Sequence=4

Sequence=5

---10.0.2.2 ping statistics ---

5 packet (s)
5 packet (s)

0.00% packet loss

round-trip min/avg/max =

[FW]ping 10.0.3.3

PING 10
Reply
Reply
Reply
Reply
Reply

.0.3.3:

56
from 10.0.3.3:
from 10.
from 10.

from 10.

o O o o
w w w w w

3
3:
3:
3

from 10.

received

transmitted

bytes=56
bytes=56
bytes=56
bytes=56
bytes=56

1/1/1 ms

Sequence=1
Sequence=2
Sequence=3
Sequence=4

Sequence=5

--- 10.0.3.3 ping statistics ---

5 packet (s)
5 packet (s)

0.00% packet loss

round-trip min/avg/max =

[FW]ping 10.0.4.4

PING 10
Reply
Reply
Reply
Reply
Reply

.0.4.4:

56

from 10.0.4.4:

from 10.0.4.4:

from 10.0.4.4:

from 10.0.4.4:

o O o o

from 10.0.4.4:

received

transmitted

bytes=56
bytes=56
bytes=56
bytes=56
bytes=56

1/1/1 ms

Sequence=1
Sequence=2
Sequence=3
Sequence=4

Sequence=5

---10.0.4.4 ping statistics ---

5 packet (s)
5 packet (s)

0.00%

round-trip min/avg/max =

packet loss

received

transmitted

1/1/1 ms

ttl=255
ttl=255
ttl=255

time=1
time=1
time=1

ttl=255 time=1

data bytes, press CTRL C to break

ttl=255 time=1
ttl=255 time=1
ttl=255 time=1
ttl=255 time=1
ttl=255 time=1

data bytes, press CTRL C to break

ttl=255 time=1
ttl=255 time=1
ttl=255 time=1
ttl=255 time=1
ttl=255 time=1

ms

ms

ms

ms

ms

ms

ms

ms

ms

ms

ms

ms

ms

ms
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SER=. BEOREIIREXE

BEA £ FES AN, DRI “local “. " trust “. " untrust “. "

dmz “,

SCI I RS “trust “. " untrust “f0" dmz “"=MXKIE.

[FW] firewall zone dmz

[FW-zone-dmz]add interface Ethernet 2/0/0
[FW-zone-dmz] firewall zone trust
[FW-zone-trust]add interface Vlanif 12
[FW-zone-trust]firewall zone untrust

[FW-zone-untrust]add interface Ethernet 0/0/0

BABRT , FFEREZ AT LIESEER , AMEE. (B2RTIRIERE
MNAT , SMEXIEAEES AERIDMZ KB E E 5[,

SEN. REXNENZEIIE

RS M TrustXig9RES10.0.2.08010.0.3.0 5 Untrust KISt (U EURE AR
7. MUntrustXig&FDMZE#riR558810.0.4.489TelnetFOFTPiE R4 ELT T,

W] firewall session link-state check
FW]lpolicy interzone trust untrust outbound
FW-policy-interzone-trust-untrust-outbound]policy 0

FW-policy-interzone-trust-untrust-outbound-0]policy source 10.0.2.0 0.0.0.255

]
FW-policy-interzone-trust-untrust-outbound-0]policy source 10.0.3.00.0.0.255
FW-policy-interzone-trust-untrust-outbound-0]action permit

]

FW-policy-interzone-trust-untrust-outbound-0]quit

FW]lpolicy interzone dmz untrust inbound
FW-policy-interzone-dmz-untrust-inbound]policy 0
FW-policy-interzone-dmz-untrust-inbound-0]policy destination 10.0.4.4 0

FW-policy-interzone-dmz-untrust-inbound-0]policy service service-set telnet

[F

[

[

[

[

[

[

[FW-policy-interzone-trust-untrust-outbound]quit

[

[

[

[

[

[FW-policy-interzone-dmz-untrust-inbound-0]action permit
[

]

]
FW-policy-interzone-dmz-untrust-inbound-0]policy service service-set ftp

]

]

FW-policy-interzone-dmz-untrust-inbound-0]quit

$IBER. FeE Easy-IP , 32 Trust Xi&F) Untrust XS5

BcEfEEasy-IP , #HTNATIRIBIIEE R, FEIGNATSEORITHE.

HC Series HUAWEI TECHNOLOGIES 61



HCDP-IENP 25— B ket o6

[FWlnat-policy interzone trust untrust outbound
[FW-nat-policy-interzone-trust-untrust-outbound]policy 0
[FW-nat-policy-interzone-trust-untrust-outbound-0]policy source 10.0.2.0
0.0.0.255

[FW-nat-policy-interzone-trust-untrust-outbound-0]action source-nat

[FW-nat-policy-interzone-trust-untrust-outbound-0]easy-ip Ethernet 0/0/0

BTG , WilTrustXig5UntrustXigZ [BIR0HREBIEE.

[R2]ping 10.0.1.1
PING 10.0.1.1: 56 data bytes, press CTRL C to break
Request time out
Request time out
Request time out
Request time out

Request time out

---10.0.1.1 ping statistics ---
5 packet(s) transmitted
0 packet(s) received

100.00% packet loss

[R2]ping -a 10.0.2.2 10.0.1.1
PING 10.0.1.1: 56 data bytes, press CTRL C to break
Reply from 10.0.1.1: bytes=56 Sequence=1 ttl=254 time=4 ms
Reply from 10.0.1.1: bytes=56 Sequence=2 ttl=254 time=3 ms
Reply from 10.0.1.1: bytes=56 Sequence=3 ttl=254 time=3 ms

Reply from 10.0.1.1: bytes=56 Sequence=4 ttl=254 time=3 ms

[ S S

Reply from 10.0.1.1: bytes=56 Sequence=5 ttl=254 time=3 ms
--- 10.0.1.1 ping statistics ---

5 packet(s) transmitted

5 packet(s) received

0.00% packet loss

round-trip min/avg/max = 3/3/4 ms

IR, BEElNR2510.0.L1ZEEEMN , B8, R EPing , 8
E 7 REEIRENIRIENES10.0.2.2fF , SCITEEM,

FRER  BEEAXEHEERI10.0.1.10 , HiEEARINE910.0.20.2 , izt
U BT NATERIRAYE Fimtti e,

[FW]display nat-policy interzone trust untrust outbound
10:46:37 2011/12/26

nat-policy interzone trust untrust outbound
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policy 0 (1 times matched)

action source-nat

policy service service-set ip
policy source 10.0.2.0 0.0.0.255
policy destination any

easy-ip Ethernet0/0/0

SN  BoE Address-Group , EEH Trust KigFl Untrust Xid
A9ih1E

BcEEFAddress-Group , HTNATRIBIIEERR, FEEBNATS
Address-Groupi#{T48E,

[FW]lnat address-group 1 1.1.1.3 1.1.1.10

[FW]lnat-policy interzone trust untrust outbound
[FW-nat-policy-interzone-trust-untrust-outbound]policy 1
[FW-nat-policy-interzone-trust-untrust-outbound-0]policy source 10.0.3.0
0.0.0.255

[FW-nat-policy-interzone-trust-untrust-outbound-0]action source-nat

[FW-nat-policy-interzone-trust-untrust-outbound-0]address—-group 1

FEESRG , Wil TrustXig5UntrustXigi Z [BIRSF IR 2B IEE.

[R3]ping -a 10.0.3.3 10.0.1.1
PING 10.0.1.1: 56 data bytes, press CTRL C to break
Reply from 10.0.1.1: bytes=56 Sequence=1 ttl=254 time=12 ms
Reply from 10.0.1.1: bytes=56 Sequence=2 ttl=254 time=3 ms
Reply from 10.0.1.1: bytes=56 Sequence=3 ttl=254 time=4 ms
Reply from 10.0.1.1: bytes=56 Sequence=4 ttl=254 time=2 ms
Reply from 10.0.1.1: bytes=56 Sequence=5 ttl=254 time=3 ms
--- 10.0.1.1 ping statistics ---
5 packet(s) transmitted
5 packet(s) received
0.00% packet loss

round-trip min/avg/max = 2/4/12 ms

£/ BPing , 18 7 RXEHREAIIFIBNE910.0.3.3f5 , SLHL T iEEMH,

[FW]display nat-policy interzone trust untrust outbound
10:52:37 2011/12/26

nat-policy interzone trust untrust outbound
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policy 0 (2 times matched)

action source-nat

policy service service-set ip
policy source 10.0.2.0 0.0.0.255
policy destination any

easy-ip Ethernet0/0/0

policy 1 (0 times matched)

action source-nat

policy service service-set ip
policy source 10.0.3.0 0.0.0.255
policy destination any

address-group 1

TrustX15#y10.0.2.0/24%010.0.3.0/24&B0] LASCIIE UntrustXIgEY17518],

SEt. BAMARS:R 10.0.4.4 Zfmitx

FeEAIMAR358810.0.4.489TelnetFOFTPARSS | BREYZIHBNF].1.1.100,

[FW]lnat server protocol tcp global 1.1.1.100 telnet inside 10.0.4.4 telnet
[FW]lnat server protocol tcp global 1.1.1.100 ftp inside 10.0.4.4 ftp

FTIPRSEBENY , NATEIRIIZEHFREICENAT ALGIIEE.
EDMZFOUNtrust(EECENAT ALG , (RSS2 LAEERITMEHFTPIRSS.

[FW] firewall interzone dmz untrust

[FW-interzone-dmz-untrust]detect ftp

R4 EFFETelnetfIFTPIHAE , HERL BN | MK EEa , }9hEHRH
H#41-791.1.1.100 , FRLAR1%$10.0.4.4if50a)8 , i51a)R9 B fRitibRz791.1.1.100,

R4]aaa
R4-aaa]local-user huawei password simple huawei
R4-aaallocal-user huaweil service-type ftp

R4-aaa]local-user huawei ftp-directory flash:

[

[

[

[
[R4-aaalquit
[R4Juser-interface vty 0 4
[R4-ui-vty0O-4]Jauthentication-mode none
[R4-ui-vty0-4]quit

[

R4]1ftp server enable

<Rl>telnet 1.1.1.100

Press CTRL_] to quit telnet mode
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Trying 1.1.1.100 ...
Connected to 1.1.1.100 ...
<R4>quit
<R1>ftp 1.1.1.200
Trying 1.1.1.200 ...
Press CTRL+K to abort
Connected to 1.1.1.200.
220 FTP service ready.
User (1.1.1.200: (none)) thuawei
331 Password required for huawei.
Enter password:
230 User logged in.
[R1-ftp]

UntrustXig T LABIRIDMZX51.1.1.100/ 2412489 TelnetFIFTPARSS .

FB)\. EcEEER NAT, 3l Trust XiggesSinE 1.1.1.200

LB MIRSZ2210.0.3.30INAT ServerfRSS , rg3Zibi1.1.1.200,

[FW]lnat server protocol tcp global 1.1.1.200 telnet inside 10.0.3.3 telnet

BCEANAT , AKEFIEEL.1.1. 20080 R TR | A Rt
Hk,

[FW]lnat-policy zone trust

[FW-nat-policy-zone-trust]policy O
[FW-nat-policy-zone-trust-0]policy source 10.0.2.0 0.0.0.255
[FW-nat-policy-zone-trust-0]policy destination 1.1.1.200 O
[FW-nat-policy-zone-trust-0Jaction source-nat
( ]

FW-nat-policy-zone-trust-0]address—-group 1

ER3 EFFETelnetIhgg , FER2 LA, MIHBHER , XML MATHEIE
791.1.1.200 , FrLAR23410.0.3.3i5/E)8T , IAEAIB#Rittbn/91.1.1.200,

[R3]user-interface vty 0 4

[R3-ui-vty0-4]authentication-mode none

<R2>telnet -a 10.0.2.2 1.1.1.200
Press CTRL ] to quit telnet mode
Trying 1.1.1.200 ...
Connected to 1.1.1.200 ...

<R3>
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BIANsELE: BB FHIGIE

BE—T , MR I AIBKIERRHEAR MEERMNES | ZTRmA
AR AR A AIARSS 7

mEZEELRE

[FW]display current-configuration

#

sysname FW

#

nat address-group 1 1.1.1.3 1.1.1.10

nat server 0 protocol tcp global 1.1.1.100 telnet inside 10.0.4.4 telnet
nat server 1 protocol tcp global 1.1.1.100 ftp inside 10.0.4.4 ftp

nat server 2 protocol tcp global 1.1.1.200 telnet inside 10.0.3.3 telnet

vlan batch 1 12

#

firewall session link-state check
#

interface Vlanifl2

ip address 10.0.20.254 255.255.255.0
#

interface Ethernet0/0/0

ip address 1.1.1.254 255.255.255.0
#

interface Ethernetl/0/0

portswitch

port link-type access

port access vlan 12

#

interface Ethernet2/0/0

ip address 10.0.40.254 255.255.255.0
#

firewall zone trust

set priority 85

add interface Vlanifl2

#

firewall zone untrust

set priority 5

add interface Ethernet0/0/0

#
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firewall zone dmz
set priority 50
add interface Ethernet2/0/0

#

firewall interzone dmz untrust
detect ftp

#

ip route-static 0.0.0.0 0.0.0.0 1.1.1.1

ip route-static 10.0.2.0 255.255.255.0 10.0.20.2
ip route-static 10.0.3.0 255.255.255.0 10.0.20.3
ip route-static 10.0.4.0 255.255.255.0 10.0.40.4
#
policy interzone trust untrust outbound

policy O

action permit

policy source 10.0.2.0 0.0.0.255

policy source 10.0.3.0 0.0.0.255
#
policy interzone dmz untrust inbound

policy O

action permit

policy service service-set ftp

policy service service-set telnet

policy destination 10.0.4.4 O
#
nat-policy interzone trust untrust outbound
policy O

action source-nat

policy source 10.0.2.0 0.0.0.255

easy-ip Ethernet0/0/0

policy 1
action source-nat
policy source 10.0.3.0 0.0.0.255
address-group 1

#

nat-policy zone trust

policy O
action source-nat
policy source 10.0.2.0 0.0.0.255
policy destination 1.1.1.200 0

address-group 1
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Return

<Rl>display current-configuration
[V200R001C00SPC200]

#

sysname R1

#

#

interface GigabitEthernet0/0/1

ip address 1.1.1.1 255.255.255.0
#

interface LoopBack0

ip address 10.0.1.1 255.255.255.0
#

Return

<R2>display current-configuration
[V200R001C00SPC200]

#

sysname R2

#

interface GigabitEthernet0/0/1

ip address 10.0.20.2 255.255.255.0
#

interface LoopBack0

ip address 10.0.2.2 255.255.255.0
#

ip route-static 0.0.0.0 0.0.0.0 10.0.20.254
#

Return

[R3]display current-configuration
[V200R001C0O0SPC200]

#

sysname R3

#

interface GigabitEthernet0/0/1

ip address 10.0.20.3 255.255.255.0
#

interface LoopBack0

ip address 10.0.3.3 255.255.255.0
#

ip route-static 0.0.0.0 0.0.0.0 10.0.20.254
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#

user-interface vty 0 4
authentication-mode none
#

Return

[R4]display current-configuration
[V200R001C0O0SPC500]

#

sysname R4

ftp server enable

#

#

aaa

local-user huawei password simple huaweil
local-user huawei ftp-directory flash:
local-user huawei service-type ftp

#

interface GigabitEthernet0/0/1

ip address 10.0.40.4 255.255.255.0

#

interface LoopBack0

ip address 10.0.4.4 255.255.255.0

#

ip route-static 0.0.0.0 0.0.0.0 10.0.40.254
#

user-interface vty 0 4
authentication-mode none

#

Return

<Sl>display current-configuration
#

!Software Version V100R006CO0SPC800
sysname S1

#

vlan batch 11 to 13

#

interface GigabitEthernet0/0/1
port link-type access

port default vlan 11

#

interface GigabitEthernet0/0/2
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port link-type access

port default vlan 12

#

interface GigabitEthernet0/0/3

port link-type access

port default vlan 12

#

interface GigabitEthernet0/0/4

port link-type access

port default vlan 13

#

interface GigabitEthernet0/0/21
port link-type access

port default vlan 11

#

interface GigabitEthernet0/0/22
port link-type access

port default vlan 12

#

interface GigabitEthernet0/0/23
port link-type access

port default vlan 13

#

Return
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in=

RERMNATNNESEER , IEATNTIRIEENAEYE , FEEERX
EXAAED.

RE3I BRnEREXR  EEET RS BRI KIENHAE . EBEERT
TrustXiEipEUntrust IR  AEIBA HEEIEEEIABRZ BNERM KIS
K, EMGESE  REWEN  SUREREVREIEANKIEEA , SCHR
&,

FIES

SR— EFERESIP R

EFTEISRRRECEIPHUAIERD. BCERTERAMERLoopbackizE &R
10389/92441,

<Huawei>system-view
Enter system view, return user view with Ctrl+Z.
Huawei] sysname R1

Rl]linterface GigabitEthernet 0/0/2

[
[
[R1-GigabitEthernet0/0/2]ip address 10.0.10.1 24
[R1-GigabitEthernet0/0/2]interface loopback 0

[

Rl1-LoopBackO]ip address 10.0.1.1 24
<Huawei>system-view
Enter system view, return user view with Ctrl+Z.
Huawei] sysname R2

R2]interface GigabitEthernet0/0/1

[
[
[R2-GigabitEthernet0/0/1]ip address 10.0.20.1 24
[R2-GigabitEthernet0/0/1]interface loopback 0

[

R2-LoopBack0]ip address 10.0.2.2 24
<Huawei>system-view
Enter system view, return user view with Ctrl+Z.
Huawei]sysname R3

R3]interface GigabitEthernet 0/0/2

[
[
[R3-GigabitEthernet0/0/1]ip address 10.0.30.1 24
[R3-GigabitEthernet0/0/1]interface loopback 0

[

R3-LoopBack0O]ip address 10.0.3.3 24

<Huaweil>system-view

72 HUAWEI TECHNOLOGIES HC Series



HCDP-IENP #—% B kke: o 6E

Enter system view, return user view with Ctrl+7Z.
[Huawei]sysname R4

[R4]interface GigabitEthernet 0/0/1
[R4-GigabitEthernet0/0/1]ip address 10.0.40.1 24
[R4-GigabitEthernet0/0/1]interface loopback 0
[R4-LoopBackO]ip address 10.0.4.4 24

ERANBEXEE FREEVLANLL, 12, 13F014 , HESHENHIN =Bttt
ERENIEFE BT , EE A Ethernetl/0/0E O BN IZEO |, FoiAlT
BIPibit, SHMRTFEOABKIESETERIVIaniflEE B |, SCIeH/oER T
HHERIZECE.

<FWl>system-view

[FWl]vlan batch 11 to 14
[FWl]interface vlanif 11
[FWl-Vlanifll]ip address 10.0.10.2 24
[FWl-Vlanifll]interface vlanif 12
[FWl-Vl1anifl2]ip address 10.0.20.2 24
[FWl-Vlanifl2]interface Vlanif 13
[FWl-V1anifl3]ip address 10.0.30.2 24
[FWl-Vlanifl3]interface Vlanif 14
[FWl-Vlanifl4]ip address 10.0.40.2 24
[FWl-Vlanifl4]interface Ethernet0/0/0
[FWl-Ethernet0/0/0]ip address 10.0.50.2 24
[FWl-Ethernet0/0/0]quit

[FWl]undo interface vlanif 1

<FW2>system-view

[FW2]vlan batch 11 to 14
[FW2]interface vlanif 11
[FW2-Vl1anifll]ip address 10.0.10.3 24
[FW2-Vlanifll]interface vlanif 12
[FW2-V1anifl2]ip address 10.0.20.3 24
[FW2-Vlanifl2]interface Vlanif 13
[FW2-V1anifl3]ip address 10.0.30.3 24
[FW2-Vlanifl3]interface Vlanif 14
[FW2-Vl1anifl4]ip address 10.0.40.3 24
[FW2-Vlanifl4]interface Ethernet0/0/0
[FW2-Ethernet0/0/0]ip address 10.0.50.3 24
[FW2-Ethernet0/0/0]quit

[FW2]undo interface vlanif 1

A LB ERIRFEKEN VLAN,
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<Sl>system-view

[Sl]vlan batch 11 to 14

[Sl]linterface GigabitEthernet 0/0/2
[S1-GigabitEthernet0/0/2]port link-type access
[S1-GigabitEthernet0/0/2]port default vlan 12
[S1-GigabitEthernet0/0/2]interface gigabitEthernet 0/0/4
[S1-GigabitEthernet0/0/4]port link-type access
[S1-GigabitEthernet0/0/4]port default vlan 14

<S2>system-view

[S2]vlan batch 11 to 14

[S2]interface GigabitEthernet 0/0/1
[S2-GigabitEthernet0/0/1]port link-type access
[S2-GigabitEthernet0/0/1]port default vlan 11
[S2-GigabitEthernet0/0/1]interface gigabitEthernet 0/0/3
[S2-GigabitEthernet0/0/3]port link-type access
[S2-GigabitEthernet0/0/3]port default vlan 13

FS1R9EMGO0/0/95S2/93%MGO0/0/98 9 TrunkEA FIFVLANLL 12,
13f014i@15,

[Sl]linterface GigabitEthernet 0/0/9
[S1-GigabitEthernet0/0/9]port link-type trunk
[S1-GigabitEthernet0/0/9]port trunk allow-pass vlan 11 to 14
[S1-GigabitEthernet0/0/9]quit

[S2]interface GigabitEthernet 0/0/9
[S2-GigabitEthernet0/0/9]port link-type trunk
[S2-GigabitEthernet0/0/9]port trunk allow-pass vlan 11 to 14
[S2-GigabitEthernet0/0/9]quit

{BS1AYEEMGO/0/21, GO/0/10F0S2A9#MG0/0/10, GO/0/11LE—4
VLANeR | EXETVLAN1O, ZiEzapakE OB A IXETR.

FA179VLANIOZAMSTPIMY , BLEMSTPIYAIEGAFFEOXFIS15S2
HYGO0/0/10#%0.

EETENE , MaEN LEBHIRegion-name4i—3 , FAHEE
Region-nameAFW,

[S1]vlan 10

[S1-vlanlO]quit

[Sl]linterface GigabitEthernet 0/0/21
[S1-GigabitEthernet0/0/21]port link-type access
[S1-GigabitEthernet0/0/21]port default vlan 10
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[S1-GigabitEthernet0/0/21]interface GigabitEthernet 0/0/10
[S1-GigabitEthernet0/0/10]port link-type access
[S1-GigabitEthernet0/0/10]port default vlan 10
[S1-GigabitEthernet0/0/10]quit

[Sl]stp region-configuration

[Sl-mst-region]region-name FW

[Sl-mst-region]instance 1 vlan 10

[Sl-mst-region]active region-configuration

[S2]vlan 10

[S2-v1anlO]quit

[S2]interface GigabitEthernet 0/0/11
[S2-GigabitEthernet0/0/11]port link-type access
[S2-GigabitEthernet0/0/11]port default vlan 10
[S2-GigabitEthernet0/0/11]interface GigabitEthernet 0/0/10
[S2-GigabitEthernet0/0/10]port link-type access
[S2-GigabitEthernet0/0/10]port default vlan 10
[S2-GigabitEthernet0/0/10]quit

[S2]stp region-configuration
[S2-mst-region]region-name FW
[S2-mst-region]instance 1 vlan 10

[S2-mst-region]active region-configuration

BFW1a9OEL/0/05S1a9#%G0/0/22KATrunkz:8Y |, seifFEd
VLAN11, 12, 13F014. BFW2/91EZMOE1/0/05S2/9320G0/0/12¥ 3 Trunk
KA @Y VLANLL, 12, 137014,

[FWl]interface Ethernetl1/0/0
[FWl]port link-type trunk

[FWl]port trunk permit vlan 11 to 14

[Sl]linterface GigabitEthernet 0/0/22
[Sl]port link-type trunk
[Sl]port trunk allow-pass vlan 11 to 14

[FW2]interface Ethernetl1/0/0
[FW2]port link-type trunk
[FW2]port trunk permit vlan 11 to 14

[S2]interface GigabitEthernet 0/0/12

[S2]port link-type trunk
[S2]port trunk allow-pass vlan 11 to 14

SeRECE R TERE .
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[FWl]ping 10.0.20.1
2011/12/27

09:47:13
PING 10.
Reply
Reply
Reply
Reply
Reply

0.20.

from
from
from
from

from

1:

10.
10.
10.
10.
10.

56 data bytes, press CTRL C to break

0.20.1:
0.20.1:
0.20.1:
0.20.1:
0.20.1:

bytes=56 Sequence=1 ttl=255

bytes=56 Sequence=2 ttl=255

bytes=56 Sequence=3 ttl=255

bytes=56 Sequence=4 ttl=255

bytes=56 Sequence=5 ttl=255

---10.0.20.1 ping statistics ---

5 packet (s)
5 packet (s)

transmitted

received

0.00% packet loss

round-trip min/avg/max

[FWl]ping 10.0.30.1

09:47:35
PING 10.
Reply
Reply
Reply
Reply
Reply

2011/12/27
0.30.1:

from 10.0.30.
from 10.0.30.
from 10.0.30.
from 10.0.30.
from 10.0.30.

= 1/1/1 ms

time=1
time=1
time=1
time=1

time=1

56 data bytes, press CTRL C to break

1:

[ S = S

bytes=56
bytes=56
bytes=56
bytes=56
bytes=56

Sequence=1 ttl=255
Sequence=2 ttl=255
Sequence=3 ttl=255
Sequence=4 ttl=255
Sequence=5 ttl=255

---10.0.30.1 ping statistics ---

5 packet (s)
5 packet (s)

transmitted

received

0.00% packet loss

round-trip min/avg/max = 1/1/1 ms

[FWl]ping 10.0.40.1
2011/12/27

09:48:01
PING 10.
Reply
Reply
Reply
Reply
Reply

0.40.

from
from
from
from

from

1:
10.
10.
10.
10.
10.

time=1
time=1
time=1
time=1

time=1

56 data bytes, press CTRL C to break

0.40.1:
0.40.1:
0.40.1:
0.40.1:
0.40.1:

bytes=56
bytes=56
bytes=56
bytes=56
bytes=56

Sequence=1 ttl=255
Sequence=2 ttl=255
Sequence=3 ttl=255
Sequence=4 ttl=255
Sequence=5 ttl=255

---10.0.40.1 ping statistics ---

5 packet (s)
5 packet (s)

transmitted

received

0.00% packet loss

time=1

time=1

ms

ms

ms

ms

ms

ms

ms

ms

ms

ms

ms

ms

time=190 ms

time=1 ms

time=1 ms
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round-trip min/avg/max = 1/38/190 ms

[FWl]ping 10.0.10.1
09:48:34 2011/12/27
PING 10.0.10.1: 56 data bytes, press CTRL C to break
Reply from 10.0.10.1: bytes=56 Sequence=1 ttl=255 time=1 ms

Reply from 10.0.10.1: bytes=56 Sequence=2 ttl=255 time=1 ms
Reply from 10.0.10.1: bytes=56 Sequence=3 ttl=255 time=1 ms
Reply from 10.0.10.1: bytes=56 Sequence=4 ttl=255 time=1 ms
Reply from 10.0.10.1: bytes=56 Sequence=5 ttl=255 time=1 ms

---10.0.10.1 ping statistics ---
5 packet(s) transmitted
5 packet(s) received
0.00% packet loss

round-trip min/avg/max = 1/1/1 ms

[FW2]ping 10.0.10.1
03:51:04 2011/12/27
PING 10.0.10.1: 56 data bytes, press CTRL C to break

Reply from 10.0.10.1: bytes=56 Sequence=1 ttl=255 time=1 ms
Reply from 10.0.10.1: bytes=56 Sequence=2 ttl=255 time=1 ms
Reply from 10.0.10.1: bytes=56 Sequence=3 ttl=255 time=1 ms
Reply from 10.0.10.1: bytes=56 Sequence=4 ttl=255 time=1 ms
Reply from 10.0.10.1: bytes=56 Sequence=5 ttl=255 time=1 ms

---10.0.10.1 ping statistics ---
5 packet(s) transmitted
5 packet(s) received
0.00% packet loss

round-trip min/avg/max = 1/1/1 ms

[FW2]ping 10.0.20.1
03:51:23 2011/12/27
PING 10.0.20.1: 56 data bytes, press CTRL C to break
Reply from 10.0.20.1: bytes=56 Sequence=1 ttl=255 time=1 ms

Reply from 10.0.20.1: bytes=56 Sequence=2 ttl=255 time=1 ms
Reply from 10.0.20.1: bytes=56 Sequence=3 ttl=255 time=1 ms
Reply from 10.0.20.1: bytes=56 Sequence=4 ttl=255 time=1 ms
Reply from 10.0.20.1: bytes=56 Sequence=5 ttl=255 time=1 ms

---10.0.20.1 ping statistics ---
5 packet(s) transmitted
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5 packet (s)

received

0.00% packet loss

round-trip min/avg/max

[FW2]ping 10.0.30.1

03:51:47

PING 10.

Reply
Reply
Reply
Reply
Reply

=1/1/1 ms

56 data bytes, press CTRL C to break

2011/12/27
0.30.1:

from 10.0.30.1:
from 10.0.30.1:
from 10.0.30.1:
from 10.0.30.1:
from 10.0.30.1:

bytes=56 Sequence=1
bytes=56 Sequence=2
bytes=56 Sequence=3
bytes=56 Sequence=4
bytes=56 Sequence=5

---10.0.30.1 ping statistics ---

5 packet (s)
5 packet (s)

transmitted

received

0.00% packet loss

round-trip min/avg/max

[FW2]ping 10.0.40.1

03:52:15

PING 10.

Reply
Reply
Reply
Reply
Reply

=1/1/1 ms

ttl=255
ttl=255
ttl=255
ttl=255
ttl=255

time=1 ms
time=1 ms
time=1 ms
time=1 ms

time=1 ms

56 data bytes, press CTRL C to break

2011/12/27
0.40.1:

from 10.0.40.1:
from 10.0.40.1:
from 10.0.40.1:
from 10.0.40.1:
from 10.0.40.1:

bytes=56 Sequence=1
bytes=56 Sequence=2
bytes=56 Sequence=3
bytes=56 Sequence=4

bytes=56 Sequence=5

---10.0.40.1 ping statistics ---

5 packet (s)
5 packet (s)

transmitted

received

0.00% packet loss

round-trip min/avg/max

ST

BAX
DMZ “,

= 1/4/10 ms

BiEONSHRSXI

ttl=255
ttl=255
ttl=255
ttl=255
ttl=255

time=1 ms
time=1 ms
time=10 ms
time=1 ms

time=10 ms

B EFEOAEIONXE, , 9BIR “Local . " Trust “. " Untrust “. "

SEIO TR VFERZIEAR “Trust “F0” Untrust "MK, | $Evlanifl2,
vlanifl3%loEtrustXiE |, $Gvlanifll, vlanifl4kloE|UntrustXis;, £FANA
Kig ESRIBEN —abcXig, iZEER 80 BkEiEEthernet0/0/0
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p7lpapriat e

[FWl]firewall zone trust
[FWl-zone-trust]add interface vlanif 12
[FWl-zone-trust]add interface vlanif 13
[FWl-zone-trust] firewall zone untrust
[FWl-zone-untrust]add interface vlanif 11
[FWl-zone-untrust]add interface vlanif 14
[FWl-zone-untrust] firewall zone name abc

[FWl-zone-abcladd interface Ethernet 0/0/0

[FW2]firewall zone trust
[FW2-zone-trust]add interface vlanif 12
[FW2-zone-trust]add interface vlanif 13
[FW2-zone-trust] firewall zone untrust
[FW2-zone-untrust]add interface vlanif 11
[FW2-zone-untrust]add interface vlanif 14
[FW2-zone-untrust] firewall zone name abc

[FW2-zone-abcladd interface Ethernet 0/0/0

SI]R=. BcEPXIE VRRP F{5HE

EFW1 EECERVRRPENAE , HECERDHEAIEIUIPIBIL,

[FWl]interface vlanif 12

[FWl-Vlanifl2]vrrp vrid 12 virtual-ip 10.0.20.254 master
[FWl-Vlanifl2]interface vlanif 13

[FWl-Vl1anifl3]vrrp vrid 13 virtual-ip 10.0.30.254 slave
[FWl-Vlanifl3]interface vlanif 14

[FWl-Vlanifld4]vrrp vrid 14 virtual-ip 10.0.40.254 master
[FWl-Vlanifl4d4]interface vlanif 11

[FWl-Vlanifll]vrrp vrid 11 virtual-ip 10.0.10.254 slave

EFW2 EECERVRRPENAE , HECERDHEAIEIUIPHIIL,

FW2FI_EIAFWIRSECEE AR , AREZAMEFFW2_EECEVRRPEDAERT |
S5FW1gMasterEE B WAV /NECE SASlaveEEE , SFWI1AISlaveEIRAE
TR A REL B SIMasteresTE 4,

[FW2]interface vlanif 12

[FW2-Vl1anifl2]vrrp vrid 12 virtual-ip 10.0.20.254 slave
[FW2-Vlanifl2]interface vlanif 13

[FW2-Vl1anifl3]vrrp vrid 13 virtual-ip 10.0.30.254 master
[FW2-Vlanifl3]interface vlanif 14
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[FW2-Vlanifld]vrrp vrid 14 virtual-ip 10.0.40.254 slave
[FW2-Vlanifld4]interface vlanif 11

[FW2-Vlanifll]vrrp vrid 11 virtual-ip 10.0.10.254 master

EESHEESER , BEVRRP GroupREEE5HS

[FWl]display vrrp
20:56:41 2011/12/28

L

Vlanifl3 | Virtual Router 13
VRRP Group : Slave
state : Backup
Virtual IP : 10.0.30.254
Virtual MAC : 0000-5e00-010d
Primary IP : 10.0.30.2
PriorityRun : 100
PriorityConfig : 100
MasterPriority : 100
Preempt : YES Delay Time : O
Advertisement Timer : 1
Auth Type : NONE
Check TTL : YES

Vlanifll | Virtual Router 11
VRRP Group : Slave
state : Backup
Virtual IP : 10.0.10.254
Virtual MAC : 0000-5e00-010b
Primary IP : 10.0.10.2
PriorityRun : 100
PriorityConfig : 100
MasterPriority : 100
Preempt : YES Delay Time : O
Advertisement Timer : 1
Auth Type : NONE
Check TTL : YES

Vlanifl4 | Virtual Router 14
VRRP Group : Master
state : Backup
Virtual IP : 10.0.40.254
Virtual MAC : 0000-5e00-010e
Primary IP : 10.0.40.2
PriorityRun : 100

PriorityConfig : 100
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MasterPriority : 100

Preempt : YES Delay Time : O
Advertisement Timer : 1

Auth Type : NONE

Check TTL : YES

Vlanifl2 | Virtual Router 12
VRRP Group : Master

state : Backup

Virtual IP : 10.0.20.254
Virtual MAC : 0000-5e00-010c
Primary IP : 10.0.20.2
PriorityRun : 100
PriorityConfig : 100
MasterPriority : 100

Preempt : YES Delay Time : O
Advertisement Timer : 1

Auth Type : NONE

Check TTL : YES

[FW2]display vrrp
14:32:32 2011/12/28
Vlanifll | Virtual Router 11

VRRP Group : Master

state : Master

Virtual IP : 10.0.10.254
Virtual MAC : 0000-5e00-010b
Primary IP : 10.0.10.3
PriorityRun : 100
PriorityConfig : 100
MasterPriority : 120

Preempt : YES Delay Time : O
Advertisement Timer : 1

Auth Type : NONE

Check TTL : YES

Vlanifl4 | Virtual Router 14

VRRP Group : Slave

state : Master

Virtual IP : 10.0.40.254
Virtual MAC : 0000-5e00-010e
Primary IP : 10.0.40.3

PriorityRun : 100
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PriorityConfig : 100
MasterPriority : 120

Preempt : YES Delay Time : O
Advertisement Timer : 1

Auth Type : NONE

Check TTL : YES

Vlanifl3 | Virtual Router 13
VRRP Group : Master
state : Master
Virtual IP : 10.0.30.254
Virtual MAC : 0000-5e00-010d
Primary IP : 10.0.30.3
PriorityRun : 100
PriorityConfig : 100
MasterPriority : 120
Preempt : YES Delay Time : O
Advertisement Timer : 1
Auth Type : NONE
Check TTL : YES

Vlanifl2 | Virtual Router 12
VRRP Group : Slave
state : Master
Virtual IP : 10.0.20.254
Virtual MAC : 0000-5e00-010c
Primary IP : 10.0.20.3
PriorityRun : 100
PriorityConfig : 100
MasterPriority : 120
Preempt : YES Delay Time : O
Advertisement Timer : 1
Auth Type : NONE
Check TTL : YES

$£EM. EE HRP HFipEE

DREFWI1FIFW2 LR E& D@ EEO , FEEHRP, 5, BIXETIETF
SHAEDAREAE T | ANRIRAIREEEA—E , ol AR < hrp mirror
session enableft ESIEHIERZFDINEE , (RIEERGXIENSEERIZAIEL
EZ XS,
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SEFPIEHIEIER | [REIR BB E AR AHE , NTIRIE

RSN P RIS IEA T,

[FWl]lhrp interface Ethernet0/0/0
[FWl]lhrp mirror session enable

[FWl]hrp enable

[FW2]hrp interface Ethernet0/0/0
[FW2]hrp mirror session enable

[FW2]hrp enable

RS | REEER , IR RIEIREIHRPIAT | 1807

HRP_MZ{HRP_S,

BB EEMBEZE , EBHKEZERIEE &M master/backupiX

&, EIZIPXIEVRRPIAE,

HRP M[FWl]display vrrp
21:32:17 2011/12/28
Vlanifl3 | Virtual Router 13

VRRP Group : Slave
state : Backup
Virtual IP : 10.0.30.254
Virtual MAC : 0000-5e00-010d
Primary IP : 10.0.30.2
PriorityRun : 120
PriorityConfig : 100
MasterPriority : 120
Preempt : YES Delay Time : 0
Advertisement Timer : 1
Auth Type : NONE
Check TTL : YES

Vlanifll | Virtual Router 11
VRRP Group : Slave
state : Backup
Virtual IP : 10.0.10.254
Virtual MAC : 0000-5e00-010b
Primary IP : 10.0.10.2
PriorityRun : 120
PriorityConfig : 100
MasterPriority : 120
Preempt : YES Delay Time : 0

Advertisement Timer : 1
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Auth Type : NONE
Check TTL : YES

Vlanifl4 | Virtual Router 14
VRRP Group : Master
state : Master
Virtual IP : 10.0.40.254
Virtual MAC : 0000-5e00-010e
Primary IP : 10.0.40.2
PriorityRun : 120
PriorityConfig : 100
MasterPriority : 120
Preempt : YES Delay Time : O
Advertisement Timer : 1
Auth Type : NONE
Check TTL : YES

Vlanifl2 | Virtual Router 12
VRRP Group : Master
state : Master
Virtual IP : 10.0.20.254
Virtual MAC : 0000-5e00-010c
Primary IP : 10.0.20.2
PriorityRun : 120
PriorityConfig : 100
MasterPriority : 120
Preempt : YES Delay Time : O
Advertisement Timer : 1
Auth Type : NONE
Check TTL : YES

HRP _S[FW2]display vrrp
15:08:31 2011/12/28
Vlanifll | Virtual Router 11

VRRP Group : Master
state : Master
Virtual IP : 10.0.10.254
Virtual MAC : 0000-5e00-010b
Primary IP : 10.0.10.3
PriorityRun : 120
PriorityConfig : 100
MasterPriority : 120

Preempt : YES Delay Time : 0
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Advertisement Timer : 1
Auth Type : NONE
Check TTL : YES

Vlanifl4 | Virtual Router 14
VRRP Group : Slave
state : Backup
Virtual IP : 10.0.40.254
Virtual MAC : 0000-5e00-010e
Primary IP : 10.0.40.3
PriorityRun : 120
PriorityConfig : 100
MasterPriority : 120
Preempt : YES Delay Time : O
Advertisement Timer : 1
Auth Type : NONE
Check TTL : YES

Vlanifl3 | Virtual Router 13
VRRP Group : Master
state : Master
Virtual IP : 10.0.30.254
Virtual MAC : 0000-5e00-010d
Primary IP : 10.0.30.3
PriorityRun : 120
PriorityConfig : 100
MasterPriority : 120
Preempt : YES Delay Time : O
Advertisement Timer : 1
Auth Type : NONE
Check TTL : YES

Vlanifl2 | Virtual Router 12
VRRP Group : Slave
state : Backup
Virtual IP : 10.0.20.254
Virtual MAC : 0000-5e00-010c
Primary IP : 10.0.20.3
PriorityRun : 120
PriorityConfig : 100
MasterPriority : 120
Preempt : YES Delay Time : 0

Advertisement Timer : 1
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Auth Type : NONE
Check TTL : YES

SEh. HEXNESTIERE

SFWI1FIFW2EBE5IHRPINEE SRS , FEFW1 EFREEa<SRIBED |
XFEFW1_EECEREE BT EUER G B D EIFW2,

HRP M[FWl]hrp auto-sync config

RANEE TReXEZEEEEN , WECEXKEBITIERE , KASXIE
BIEIE. RFFTrustXEAEUntrust X, , RaoiFE b Xz rgihial.

HRP M[FWl]firewall packet-filter default deny all
HRP M[FWl]firewall packet-filter default permit interzone trust untrust
direction outbound

HRP M[FWl]firewall session link-state check
HRP S[FW2]firewall packet-filter default deny all
HRP S[FW2]firewall packet-filter default permit interzone trust untrust

direction outbound

HRP S[FW2]firewall session link-state check

SHN. EERSIEH , SCIMSEEME

f£R1, R2 R3FIR4_EECEFNAMK EFW1ISFW2 FECERRFERIGFSESH |
SCHRILEATEIR M,

[Rl]ip route-static 0.0.0.0 0 10.0.10.254
[R2]ip route-static 0.0.0.0 0 10.0.20.254
[R3]ip route-static 0.0.0.0 0 10.0.30.254

[R4]ip route-static 0.0.0.0 0 10.0.40.254

HRP M[FW1l]ip route-static 10.0.1.0 24 10.0.10.1
HRP M[FW1l]ip route-static 10.0.2.0 24 10.0.20.2
HRP M[FWl]ip route-static 10.0.3.0 24 10.0.30.3
HRP M[FWl]ip route-static 10.0.4.0 24 10.0.40.4
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FETKE , K TrustXig 5 Untrust i@ R,

[R2]ping -a 10.0.2.2 10.0.1.1
PING 10.0.1.1: 56 data bytes, press CTRL C to break

Reply from 10.0.1.1: bytes=56 Sequence=1 ttl=254 time=3 ms
Reply from 10.0.1.1: bytes=56 Sequence=2 ttl=254 time=3 ms
Reply from 10.0.1.1: bytes=56 Sequence=3 ttl=254 time=3 ms
Reply from 10.0.1.1: bytes=56 Sequence=4 ttl=254 time=5 ms
Reply from 10.0.1.1: bytes=56 Sequence=5 ttl=254 time=3 ms

---10.0.1.1 ping statistics ---
5 packet(s) transmitted
5 packet(s) received
0.00% packet loss

round-trip min/avg/max = 3/3/5 ms

[R2]ping -a 10.0.2.2 10.0.4.4
PING 10.0.4.4: 56 data bytes, press CTRL C to break
Reply from 10.0.4.4: bytes=56 Sequence=1 ttl=254 time=4 ms
Reply from 10.0.4.4: bytes=56 Sequence=2 ttl=254 time=4 ms
Reply from 10.0.4.4: bytes=56 Sequence=3 ttl=254 time=4 ms
Reply from 10.0.4.4: bytes=56 Sequence=4 ttl=254 time=5 ms
Reply from 10.0.4.4: bytes=56 Sequence=5 ttl=254 time=3 ms

---10.0.4.4 ping statistics ---
5 packet(s) transmitted
5 packet (s) received
0.00% packet loss

round-trip min/avg/max = 3/4/5 ms

[R3]ping -a 10.0.3.3 10.0.4.4
PING 10.0.4.4: 56 data bytes, press CTRL C to break
Reply from 10.0.4.4: bytes=56 Sequence=1 ttl=254 time=5 ms
Reply from 10.0.4.4: bytes=56 Sequence=2 ttl=254 time=5 ms
Reply from 10.0.4.4: bytes=56 Sequence=3 ttl=254 time=4 ms
Reply from 10.0.4.4: bytes=56 Sequence=4 ttl=254 time=4 ms
Reply from 10.0.4.4: bytes=56 Sequence=5 ttl=254 time=6 ms

---10.0.4.4 ping statistics ---
5 packet(s) transmitted
5 packet (s) received
0.00% packet loss

round-trip min/avg/max = 4/4/6 ms
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FEE. BNHRFHNR

R2ERARIEIRE FUARBERIKIEFW1EEE FEXIEFW2/EAELRD.

KBRS , FER2TFRAETIIEF , FW1 EVIanifl2EO LR, @K
RIER.

HAIMR2 ERIX20MEIRELERA. TEREIIEFRRIKIE EAIVIanif 12%
CRBAEZOSE | AEERBEIRE.

IR ERITPingms SIIIET |, URRIGFWL EVIanifl2i2 K4 , EEE
REREERZEIRAZEO.

[R2]ping -c 20 -a 10.0.2.2 10.0.4.4

HRP S[FWl]interface vlanif 12
HRP S[FWl-Vlanifl2]shutdown

EAITLLEN |, BRASALES | BMEFWL ERVIanifl2E 08 | 39808
HIRERIER.

[R2]ping -c 20 -a 10.0.2.2 10.0.4.4
PING 10.0.4.4: 56 data bytes, press CTRL C to break

Reply from 10.0.4.4: bytes=56 Sequence=1l ttl=254 time=3 ms
Reply from 10.0.4.4: bytes=56 Sequence=2 ttl=254 time=4 ms
Reply from 10.0.4.4: bytes=56 Sequence=3 ttl=254 time=3 ms
Reply from 10.0.4.4: bytes=56 Sequence=4 ttl=254 time=4 ms
Reply from 10.0.4.4: bytes=56 Sequence=5 ttl=254 time=4 ms
Reply from 10.0.4.4: bytes=56 Sequence=6 ttl=254 time=4 ms
Reply from 10.0.4.4: bytes=56 Sequence=7 ttl=254 time=4 ms
Reply from 10.0.4.4: bytes=56 Sequence=8 ttl=254 time=3 ms
Reply from 10.0.4.4: bytes=56 Sequence=9 ttl=254 time=3 ms
Reply from 10.0.4.4: bytes=56 Sequence=10 ttl=254 time=5 ms
Reply from 10.0.4.4: bytes=56 Sequence=11 ttl=254 time=3 ms
Reply from 10.0.4.4: bytes=56 Sequence=12 ttl=254 time=4 ms
Reply from 10.0.4.4: bytes=56 Sequence=13 ttl=254 time=4 ms
Reply from 10.0.4.4: bytes=56 Sequence=14 ttl=254 time=3 ms
Reply from 10.0.4.4: bytes=56 Sequence=15 ttl=254 time=4 ms
Reply from 10.0.4.4: bytes=56 Sequence=16 ttl=254 time=4 ms
Reply from 10.0.4.4: bytes=56 Sequence=17 ttl=254 time=3 ms
Reply from 10.0.4.4: bytes=56 Sequence=18 ttl=254 time=4 ms
Reply from 10.0.4.4: bytes=56 Sequence=19 ttl=254 time=3 ms
Reply from 10.0.4.4: bytes=56 Sequence=20 ttl=254 time=3 ms

---10.0.4.4 ping statistics ---
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20 packet(s) transmitted
20 packet (s) received
0.00% packet loss

round-trip min/avg/max = 3/3/5 ms

IWETEEGXIEFW2HIVRRPIRZ , RBIFW2_E#ZOVIanifl25VIanifl4&
KREIRTEERIMasterihZs, BIFW1_EEOVIanif12 HINEEER , FW2_EH9&ED
$#EO7BIMBackupikSiEiam MasteriR7S |, 3I1SEUEEHEE,

HRP M[FW2]display vrrp
03:14:23 2011/12/29
Vlanifll | Virtual Router 11

VRRP Group : Master
state : Master
Virtual IP : 10.0.10.254
Virtual MAC : 0000-5e00-010b
Primary IP : 10.0.10.3
PriorityRun : 120
PriorityConfig : 100
MasterPriority : 120
Preempt : YES Delay Time : 0
Advertisement Timer : 1
Auth Type : NONE
Check TTL : YES

Vlanifl4 | Virtual Router 14
VRRP Group : Slave
state : Master
Virtual IP : 10.0.40.254
Virtual MAC : 0000-5e00-010e
Primary IP : 10.0.40.3
PriorityRun : 120
PriorityConfig : 100
MasterPriority : 120
Preempt : YES Delay Time : 0
Advertisement Timer : 1
Auth Type : NONE
Check TTL : YES

Vlanifl3 | Virtual Router 13
VRRP Group : Master
state : Master
Virtual IP : 10.0.30.254
Virtual MAC : 0000-5e00-010d
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Primary IP : 10.0.30.3
PriorityRun : 120
PriorityConfig : 100
MasterPriority : 120

Preempt : YES Delay Time : O
Advertisement Timer : 1

Auth Type : NONE

Check TTL : YES

Vlanifl2 | Virtual Router 12
VRRP Group : Slave
state : Master
Virtual IP : 10.0.20.254
Virtual MAC : 0000-5e00-010c
Primary IP : 10.0.20.3
PriorityRun : 120
PriorityConfig : 100
MasterPriority : 120
Preempt : YES Delay Time : O
Advertisement Timer : 1
Auth Type : NONE
Check TTL : YES

BAON3ELE: RBEHIGIE

LBk HIEEERT |, BXIEFWISFW2HIASSE2EHRY ? Trusts
UntrustXigi z [ali@RAIEHER 2amiE &R ?

RERELITE

<Rl>display current-configuration
[V200R001C0O0SPC200]

#

sysname R1

#

interface GigabitEthernet0/0/2

ip address 10.0.10.1 255.255.255.0
#

interface LoopBack0

ip address 10.0.1.1 255.255.255.0
#
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ip route-static 0.0.0.0 0.0.0.0 10.0.10.254
#

return

<R2>display current-configuration
[V200R001C00SPC200]

#

sysname R2

#

interface GigabitEthernet0/0/1

ip address 10.0.20.1 255.255.255.0
#

interface LoopBack0

ip address 10.0.2.2 255.255.255.0
#

ip route-static 0.0.0.0 0.0.0.0 10.0.20.254
#

return

<R3>display current-configuration
[V200R001C00SPC200]

#

sysname R3

#

interface GigabitEthernet0/0/2

ip address 10.0.30.1 255.255.255.0
#

interface LoopBack0

ip address 10.0.3.3 255.255.255.0
#

ip route-static 0.0.0.0 0.0.0.0 10.0.30.254
#

return

<R4>display current-configuration
[V200R001C0O0SPC500]

#

sysname R4

#

interface GigabitEthernet0/0/1

ip address 10.0.40.1 255.255.255.0
#

interface LoopBack0
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ip address 10.0.4.4 255.255.255.0

#

ip route-static 0.0.0.0 0.0.0.0 10.0.40.254
#

return

<Sl>display current-configuration
#
!Software Version V100R006CO0SPC800
sysname Sl
#
vlan batch 10 to 14
#
stp region-configuration
region-name FW
instance 1 vlan 10
active region-configuration
#
interface GigabitEthernet0/0/2
port link-type access
port default vlan 12
#
interface GigabitEthernet0/0/4
port link-type access
port default vlan 14
#
interface GigabitEthernet0/0/9
port link-type trunk
port trunk allow-pass vlan 11 to 14
#
interface GigabitEthernet0/0/10
port link-type access
port default vlan 10
#
interface GigabitEthernet0/0/21
port link-type access
port default vlan 10
#
interface GigabitEthernet0/0/22
port link-type trunk
port trunk allow-pass vlan 11 to 14
#

return
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<S2>display current-configuration
#
!Software Version V100R006CO0SPC800
sysname S2
#
vlan batch 10 to 14
#
stp region-configuration
region-name FW
instance 1 vlan 10
active region-configuration
#
interface GigabitEthernet0/0/1
port link-type access
port default vlan 11
#
interface GigabitEthernet0/0/3
port link-type access
port default vlan 13
#
interface GigabitEthernet0/0/9
port link-type trunk
port trunk allow-pass vlan 11 to 14
#
interface GigabitEthernet0/0/10
port link-type access
port default vlan 10
#
interface GigabitEthernet0/0/11
port link-type access
port default vlan 10
#
interface GigabitEthernet0/0/12
port link-type trunk
port trunk allow-pass vlan 11 to 14
#

return

HRP M<FWl>display current-configuration
#
sysname FW1

#
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hrp mirror session enable

hrp enable

hrp interface Ethernet0/0/0

#

firewall packet-filter
firewall packet-filter
firewall packet-filter
firewall packet-filter
firewall packet-filter
firewall packet-filter
firewall packet-filter
firewall packet-filter
firewall packet-filter
firewall packet-filter
firewall packet-filter
firewall packet-filter
firewall packet-filter
firewall packet-filter
firewall packet-filter
firewall packet-filter
firewall packet-filter
firewall packet-filter
firewall packet-filter
#

default deny interzone local trust direction inbound
default deny interzone local trust direction outbound
default deny interzone local untrust direction inbound
default deny interzone local untrust direction outbound
default deny interzone local dmz direction inbound
default deny interzone local dmz direction outbound
default deny interzone local abc direction inbound
default deny interzone local abc direction outbound
default deny interzone trust untrust direction inbound
default deny interzone trust dmz direction inbound
default deny interzone trust dmz direction outbound
default deny interzone trust abc direction inbound
default deny interzone trust abc direction outbound
default deny interzone dmz untrust direction inbound
default deny interzone dmz untrust direction outbound
default deny interzone abc untrust direction inbound
default deny interzone abc untrust direction outbound
default deny interzone abc dmz direction inbound

default deny interzone abc dmz direction outbound

undo firewall ipv6 session link-state check

#
vlan batch 1 11 to 14
#

undo firewall session link-state check

#
#
runmode firewall
#

interface Vlanifll

ip address 10.0.10.2 255.255.255.0

vrrp vrid 11 virtual-ip 10.0.10.254 slave

#

interface Vlanifl2

ip address 10.0.20.2 255.255.255.0

vrrp vrid 12 virtual-ip 10.0.20.254 master

#

interface Vlanifl3

ip address 10.0.30.2 255.255.255.0
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vrrp vrid 13 virtual-ip 10.0.30.254 slave

#

interface Vlanifl4

ip address 10.0.40.2 255.255.255.0

vrrp vrid 14 virtual-ip 10.0.40.254 master

#
interface Ethernet0/0/0

ip address 10.0.50.2 255.255.255.0

#
interface Ethernetl1/0/0
portswitch

port link-type trunk

port trunk permit vlan 1 11 to 14

#

firewall zone local

set priority 100

#

firewall zone trust

set priority 85

add interface Vlanifl2
add interface Vlanifl3
#

firewall zone untrust
set priority 5

add interface Vlanifll
add interface Vlanifl4
#

firewall zone dmz

set priority 50

#

firewall zone name abc

set priority 80

add interface Ethernet0/0/0

#
nga-jitter tag-version 1

#

ip route-static 10.0.1.0 255.255.255.0 10.0.10.1
ip route-static 10.0.2.0 255.255.255.0 10.0.20.1
ip route-static 10.0.3.0 255.255.255.0 10.0.30.1
ip route-static 10.0.4.0 255.255.255.0 10.0.40.1
#

slb

#
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cwmp

#

right-manager server-group

#

return

HRP S<FW2>display current-configuration

#

sysname FW2

#

hrp mirror session enable

hrp enable

hrp interface Ethernet0/0/0

#
firewall
firewall
firewall
firewall
firewall
firewall
firewall
firewall
firewall
firewall
firewall
firewall
firewall
firewall
firewall
firewall
firewall
firewall
firewall

#

packet-filter default deny interzone local trust direction inbound

packet-filter default deny interzone local trust direction outbound

packet-filter default deny interzone local untrust direction inbound

packet-filter default deny interzone local untrust direction outbound

packet-filter default
packet-filter default
packet-filter default
packet-filter default
packet-filter default
packet-filter default
packet-filter default
packet-filter default
packet-filter default
packet-filter default
packet-filter default
packet-filter default
packet-filter default
packet-filter default
packet-filter default

deny interzone
deny interzone
deny interzone

deny interzone

local dmz direction inbound

local dmz direction outbound

local abc direction inbound

local abc direction outbound

deny interzone trust untrust direction inbound

deny interzone
deny interzone
deny interzone
deny interzone
deny interzone
deny interzone
deny interzone
deny interzone
deny interzone

deny interzone

undo firewall ipv6 session link-state check

#

vlan batch 1 11 to 14

#

undo firewall session link-state check

#

interface Vlanifll

ip address 10.0.10.3 255.255.255.0

vrrp vrid 11 virtual-ip 10.0.10.254 master

trust dmz direction inbound

trust dmz direction outbound

trust abc direction inbound

trust abc direction outbound

dmz
dmz
abc
abc
abc

abc

untrust direction inbound
untrust direction outbound
untrust direction inbound
untrust direction outbound
dmz direction inbound

dmz direction outbound

96

HUAWEI TECHNOLOGIES HC Series



HCDP-IENP #—% B kke: o 6E

#

interface Vlanifl2

ip address 10.0.20.3 255.255.255.0
vrrp vrid 12 virtual-ip 10.0.20.254 slave
#

interface Vlanifl3

ip address 10.0.30.3 255.255.255.0
vrrp vrid 13 virtual-ip 10.0.30.254 master
#

interface Vlanifl4

ip address 10.0.40.3 255.255.255.0
vrrp vrid 14 virtual-ip 10.0.40.254 slave
#

interface Ethernet0/0/0

ip address 10.0.50.3 255.255.255.0
#

interface Ethernetl/0/0

portswitch

port link-type trunk

port trunk permit vlan 1 11 to 14
#

firewall zone local

set priority 100

#

firewall zone trust

set priority 85

add interface Vlanifl2

add interface Vlanifl3

#

firewall zone untrust

set priority 5

add interface Vlanifll

add interface Vlanifl4

#

firewall zone dmz

set priority 50

#

firewall zone name abc

set priority 80

add interface Ethernet0/0/0

#

nga-jitter tag-version 1

#
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fe

ip route-static 10.
ip route-static 10.

ip route-static 10.

o O O O
Sw NN
o O o o

ip route-static 10.
#
slb

cwmp

#

right-manager server-group
#

return

255
255
255
255

.255.255.0 10.
.255.255.0 10.
.255.255.0 10.
.255.255.0 10.

o O O O

.10.
.20.
.30.
.40.

e
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BEEMEIAR , ANEEREMIEX  MELRTTE BBk , FTLAK
FhHI T HRTENERI SRV | ST AIERERIVIER.

{(EFQOSHIEDIRSS | IRATLAEEHENAIQOSHFIE | MRIEEERYIVSSEERE
BIFAIXEIBR.

g, S3FNSAERNQAREAIXETRE | RIKELIERAYAIX. R3. R4
SR5EME FinfiikSss , WilEEN ARSI LUIERER.

F3ESS

TE—. BilfitES IP filt

LEFFE I HESFIRSHANNS3 |, SAGCEIPHEULFNEAD.

ECER R EIGRLIZS1/0/0RYRAFRECE /972000 |, 1E/97 E RIS |
T sa /e U EE,

<Huawei>system-view
Enter system view, return user view with Ctrl+Z.
Huawei] sysname R1

Rllinterface Serial 1/0/0

R1-Seriall/0/0]ip address 10.0.12.1 255.255.255.0

[

[

[

[Rl1-Seriall/0/0]baudrate 72000
[R1-Seriall/0/0]interface GigabitEthernet 0/0/1
[

R1-GigabitEthernet0/0/1]ip address 10.0.145.1 255.255.255.0

<Huawei>system-view

Enter system view, return user view with Ctrl+Z.
Huawei] sysname R2

R2]linterface s1/0/0

[
[
[R2-Seriall/0/0]ip address 10.0.12.2 255.255.255.0
[R2-Seriall/0/0]interface GigabitEthernet 0/0/2

[

R2-GigabitEthernet0/0/2]ip address 10.0.34.2 255.255.255.0

<Huawei>system-view

Enter system view, return user view with Ctrl+Z.

[Huawei] sysname R3

[R3]interface GigabitEthernet 0/0/2
[R3-GigabitEthernet0/0/2]ip address 10.0.34.3 255.255.255.0

<Huawei>system-view
Enter system view, return user view with Ctrl+Z.

[Huawei] sysname R4
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[R4]interface GigabitEthernet 0/0/1

[R4-GigabitEthernet0/0/1]ip address 10.0.145.4 255.255.255.0

<Huawei>system-view

Enter system view, return user view with Ctrl+Z.
[Huawei]sysname R5

[R5]interface GigabitEthernet 0/0/1

[R5-GigabitEthernet0/0/1]ip address 10.0.145.5 255.255.255.0

<Huawei>system-view

Enter system view, return user view with Ctrl+7Z.
[Huawei]sysname S3

[S3]interface vlan

[S3]interface Vlanif 1

[S3-Vlanifl]ip address 10.0.145.3 255.255.255.0

<Huawei>system-view

Enter system view, return user view with Ctrl+Z.
[Huawei] sysname S4

[S4]interface Vlanif 1

[S4-V1anifl]ip address 10.0.34.4 255.255.255.0

BeETenkfE | WX EEERIEE M.
[Rl]ping -¢ 1 10.0.12.2

PING 10.0.12.2: 56 data bytes, press CTRL C to break

Reply from 10.0.12.2: bytes=56 Sequence=1 ttl=255 time=36 ms

---10.0.12.2 ping statistics ---
1 packet(s) transmitted
1 packet(s) received
0.00% packet loss

round-trip min/avg/max = 36/36/36 ms

[Rl]ping -c¢ 1 10.0.145.3
PING 10.0.145.3: 56 data bytes, press CTRL C to break
Reply from 10.0.145.3: bytes=56 Sequence=1 ttl=255 time=35 ms

--- 10.0.145.3 ping statistics ---
1 packet(s) transmitted
1 packet (s) received
0.00% packet loss

round-trip min/avg/max = 35/35/35 ms
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[Rl]lping -c 1 10.0.145.4
PING 10.0.145.4: 56 data bytes, press CTRL C to break
Reply from 10.0.145.4: bytes=56 Sequence=1 ttl=255 time=6 ms

--- 10.0.145.4 ping statistics ---
1 packet(s) transmitted
1 packet(s) received
0.00% packet loss

round-trip min/avg/max = 6/6/6 ms

[Rl]ping -c¢ 1 10.0.145.5
PING 10.0.145.5: 56 data bytes, press CTRL C to break
Reply from 10.0.145.5: bytes=56 Sequence=1 ttl=255 time=6 ms

--- 10.0.145.5 ping statistics ---
1 packet(s) transmitted
1 packet(s) received
0.00% packet loss

round-trip min/avg/max = 6/6/6 ms

[R2]ping -c¢ 1 10.0.34.3
PING 10.0.34.3: 56 data bytes, press CTRL C to break
Reply from 10.0.34.3: bytes=56 Sequence=1 ttl=255 time=5 ms

---10.0.34.3 ping statistics ---
1 packet(s) transmitted
1 packet(s) received
0.00% packet loss

round-trip min/avg/max = 5/5/5 ms

[R2]ping -c 1 10.0.34.4
PING 10.0.34.4: 56 data bytes, press CTRL C to break
Reply from 10.0.34.4: bytes=56 Sequence=1 ttl=255 time=36 ms

---10.0.34.4 ping statistics ---
1 packet(s) transmitted
1 packet(s) received
0.00% packet loss
round-trip min/avg/max = 36/36/36 ms
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EeERSISES NQA

FERTEISERFIIENS3 | S4 LRCEFSIRH.

[Rl]ip route-static 10.0.34.0 255.255.255.0 10.0.12.2

[R2]ip

[R3]ip

[R4]ip

[R5]ip

[S3]ip

[S4]ip

route-static

route-static

route-static

route-static

route-static

route-static

10.0.145.0 255.255.255.0 10.0.12.1

.0 0.0.0.

10.

10.

10.

10.

BB ohE , MidMaEEt.

[S3]ping -c 1 10.0.34.4

PING 10.0.34.4:
Reply from 10.0.34.4:

--- 10.0.34.4 ping statistics ---

1 packet (s)
1 packet (s)

transmitted

received

0.00% packet loss

round-trip min/avg/max =

40/40/40 ms

[R4]ping -c 1 10.0.34.3

PING 10.0.145.4: 56 data bytes, press CTRL C to break

0 10.0.34.2

.145.1

.145.1

.145.1

.34.2

56 data bytes, press CTRL C to break

bytes=56 Sequence=1 ttl=252 time=40 ms

Reply from 10.0.145.4: bytes=56 Sequence=1 ttl=255 time=3 ms

--- 10.0.145.4 ping statistics ---

1 packet (s)
1 packet (s)

transmitted

received

0.00% packet loss

round-trip min/avg/max =

3/3/3 ms

[R5]ping -c 1 10.0.34.3

PING 10.0.34.3:
Reply from 10.0.34.3:

56 data bytes, press CTRL C to break

bytes=56 Sequence=1 ttl=253 time=44 ms
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---10.0.34.3 ping statistics ---
1 packet(s) transmitted
1 packet(s) received
0.00% packet loss

round-trip min/avg/max = 44/44/44 ms

S3ZE1ES4 , R4, RSXERIAILIE | IEFAMRIBSIER.

B/ BRI BB [BIRTHERE /97 2KERT THERS | MESEIRBER P IRE ZiIERk
?ﬁi%,

LI PERANQAEMBF4EmE. SHEANQARRSSRIL , S3IF/ANQA
E .

) TEXUDP , JitterfGFINQAIGI , 73 Bl RSRAEHIE I M hrIEHE R EA

m E

BT IREN QAL G PRI — LS AR SLHIFFAR 2 A —F IR FERT
BERTASTERE , “EHEFNER Tar-ERE | EISRAE.

E£S4i FECENQAMRSS 2 Im , UDPRITAIIPIHENNR/910.0.34.4 , in 1518
736000,

[S4]nga-server udpecho 10.0.34.4 6000

= S3J:EE§UDP*iEﬁNQMJVCWJ*EM*SHE};ZEE , Hrftosi& 928 , Bk
795800=75 , BiEfEiRA1s , FHAIR A3s , @ATiRA1s , HABRIZMUE.

[S3]nga test-instance admin udp
[S3-nga-admin-udp]test-type udp
[S3-nga-admin-udpl]destination-address ipv4 10.0.34.4
[S3-nga-admin-udpl]destination-port 6000
[S3-nga-admin-udp]tos 28

[S3-nga-admin-udpldatasize 5000
[S3-nga-admin-udplinterval seconds 1
[S3-nga-admin-udp] frequency 3

[S3-nga-admin-udp] timeout 1

(

S3-nga-admin-udp]start now

BEUDPXER

[S3]display nga results test-instance admin udp

1 . Test 2 result The test is finished

Send operation times: 3 Receive response times: 3
Completion:success RTD OverThresholds number: 0
Attempts number:1l Drop operation number:0
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Disconnect operation number:0 Operation timeout number:0
System busy operation number:0 Connection fail number:0
Operation sequence errors number:0 RTT Stats errors number:0
Destination ip address:10.0.34.4

Min/Max/Average Completion Time: 930/950/943

Sum/Square-Sum Completion Time: 2830/2669900

Last Good Probe Time: 2008-01-28 23:10:02.4

Lost packet ratio: 0 %

HWEIAESE |, B r-4HzE. XHFUDPUL,
[S3]nga test-instance admin udp

[S3-nga-admin-udp]stop

f£S3_EFCEittersREIRINQATIAFIRHIEEIRE , Htosik/n46 , X
NH90FTS , BIERRIR20ms , FEAIRA3s , #BITiIRA1s , FHHFEIZNL.
[S3]nga test-instance admin jitter
[S3-nga-admin-jitter]test-type jitter
[S3-nga-admin-jitter]destination-address ipv4 10.0.34.4
[S3-nga-admin-jitter]destination-port 6000
[S3-nga-admin-jitter]tos 46
[S3-nga-admin-jitter]datasize 90
[S3-nga-admin-jitter]interval milliseconds 20
[S3-nga-admin-jitter] frequency 3
[S3-nga-admin-jitter]timeout 1

[S3-nga-admin-jitter]start now

aEJitterIifEER.

[S3]display nga results test-instance admin jitter

NQA entry(admin, jitter) :testflag is active ,testtype is jitter
1 . Test 1 result The test is finished
SendProbe: 60 ResponseProbe: 60
Completion:success RTD OverThresholds number:0
Min/Max/Avg/Sum RTT:40/70/54/3260 RTT Square Sum:179800
NumOfRTT: 60 Drop operation number:0

Operation sequence errors number:0 RTT Stats errors number:0

System busy operation number:0 Operation timeout number:0
Min Positive SD:10 Min Positive DS:10

Max Positive SD:10 Max Positive DS:10

Positive SD Number:5 Positive DS Number:11
Positive SD Sum:50 Positive DS Sum:110
Positive SD Square Sum:500 Positive DS Square Sum:1100
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Min Negative SD:10

Max Negative SD:10
Negative SD Number:4
Negative SD Sum:40
Negative SD Square Sum:400
Min Delay SD:20

Avg Delay SD:27

Max Delay SD:35

Packet Loss SD:0

Packet Loss Unknown:0
jitter in value:0.2291667
OWD SD Sum:1630

TimeStamp unit: ms

Min Negative DS:10

Max Negative DS:20
Negative DS Number:10
Negative DS Sum:110
Negative DS Square Sum:1300
Min Delay DS:19

Avg Delay DS:26

Max Delay DS:34

Packet Loss DS:0

jitter out value:0.0937500
NumberOfOWD: 60

OWD DS Sum:1570

HERAEE | EIRAFTERE, KidlitterUi.

[S3]nga test-instance admin jitter

[S3-nga-admin-jitter]stop

SER=. OB HRIRGS

MEBEI pingtr S KIEUATF—EARERIRE AHHIXEBDIRE

FEELDSCPUSERBRESIBE | FMHQOSIRIL.
BeER1ATERGO/0/15S1/0/0f5EMRSZAIDSCPHILI K.

[
[
[
[

R1-Seriall/0/0]trust dscp

O GO/0/1_ERTtrustan S HFEEN Loverride24y |, (155 FKERL

Rl]interface GigabitEthernet 0/0/1

R1-GigabitEthernet0/0/1]trust dscp override
R1-GigabitEthernet0/0/1]interface Serial 1/0/0

FEEERARMETE | EDSCPEIEXIMETERIE.

ERA L{ERpingm =4 XER3IRE | FHHEBtosig /026,

[R4]ping —-tos 26 10.0.34.3

ER1 EECEMRMEIRER |, B ERIDSCPIRII TR 268RE3 /90 |,

[Rl1]gos map-table dscp-dscp
[Rl-maptbl-dscp-dscplinput 26 output O

BERL ARG SR
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[Rl]display gos map-table dscp-dscp
Input DSCP DSCP

O 0 9 o U W N = O
O 0 J o Uubd W N = O

O I ST SR R N S N N T N R R N R e = T = e T = S = S S S S S St
O W W J o b W N E O VW W Jd o s W NP O
W NN N NN NN R R R R R R R e
o ©w w J g > W N P O v O J o s W NP O

LERTRTLARERR] | ECIGDSCPIRIILAER 268RE3p /9T 0 , TERDSCP
[EEREEABRETHE,

SEN. REERSKE

FFIES3 ERINQARIUDPS Jitterilizl , IRIAA BB ER S 2 ERZ BRI 7 2KikES
FrEREE,
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[S3]nga test-instance admin udp
[S3-nga-admin-udp]lstart now
[S3-nga-admin-udp]lnga test-instance admin jitter

[S3-nga-admin-jitter]start now

R4 L(Epingap SSEIMRIKERSAUARE | IREBKR/NA700FT |, &
1078,

[R4]ping -s 700 -c 10 10.0.34.3
PING 10.0.34.3: 700 data bytes, press CTRL C to break
Request time out
Request time out
Request time out
Request time out
Request time out
Request time out
Request time out
Request time out
Reply from 10.0.34.3: bytes=700 Sequence=9 ttl=253 time=1944 ms

Request time out

---10.0.34.3 ping statistics ---
10 packet(s) transmitted
1 packet(s) received
90.00% packet loss
round-trip min/avg/max = 1944/1944/1944 ms

IR ABSE S D ER AR AL ERE , ZEUSTE | AfEEER
HIEQIERBIFEX, WARATIESRIEZVIEEES.

TESNED B ERRE R EMREREIA AR BRI LAAE |
BB ARIREEFinRAS D ERRIE FinR3BEHEE IEHEE(E.

BB R NELERIEE, 7S1.E |, S RHEERENENOG0/0/13 LD
BRERE | CIRiZH64kbit/s,

[Sl]linterface GigabitEthernet 0/0/13
[S1-GigabitEthernet0/0/13]gos lr inbound cir 64

BES1 ERERENEKERER.

[S1]display gos lr inbound interface GigabitEthernet 0/0/13
GigabitEthernet0/0/13 1lr inbound:
cir: 64 Kbps, cbs: 8000 Byte
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7_ FBREIZIRA L{EApingan < SLIUEUEERIAIARE | IREBAX/NA700
, K108,

[R4]ping -s 700 -c 10 10.0.34.3
PING 10.0.34.3: 700 data bytes, press CTRL C to break

Reply from 10.0.34.3: bytes=700 Sequence=1 ttl=253 time=1412 ms
Reply from 10.0.34.3: bytes=700 Sequence=2 ttl=253 time=255 ms
Reply from 10.0.34.3: bytes=700 Sequence=3 ttl=253 time=736 ms
Reply from 10.0.34.3: bytes=700 Sequence=4 ttl=253 time=1746 ms
Reply from 10.0.34.3: bytes=700 Sequence=5 ttl=253 time=246 ms
Reply from 10.0.34.3: bytes=700 Sequence=6 ttl=253 time=746 ms
Reply from 10.0.34.3: bytes=700 Sequence=7 ttl=253 time=1736 ms
Reply from 10.0.34.3: bytes=700 Sequence=8 ttl=253 time=258 ms
Reply from 10.0.34.3: bytes=700 Sequence=9 ttl=253 time=766 ms
Reply from 10.0.34.3: bytes=700 Sequence=10 ttl=253 time=1736 ms

---10.0.34.3 ping statistics ---
10 packet(s) transmitted
10 packet(s) received
0.00% packet loss
round-trip min/avg/max = 246/963/1746 ms

HERERETEMER , AF8 , RAFIRIZ BEEBEIRIEEEE.
RSl ERERERE.

[Sl]linterface GigabitEthernet 0/0/13
[S1-GigabitEthernet0/0/13]Jundo gos lr inbound

MBI REERAAICRAZIERAENERN. &ES3LE | FXEERE
#ZME0/0/13 LECEREEER. , CIRIZH64kbit/s,

[S3]interface Ethernet0/0/13
[S3-Ethernet0/0/13]gos lr outbound cir 64

R4 E{Epingip SLIMREERSAUARE | REBKR/NA700FT |, &
1078,

[R4]ping -s 700 -c 10 10.0.34.3
PING 10.0.34.3: 700 data bytes, press CTRL C to break

Reply from 10.0.34.3: bytes=700 Sequence=1 ttl=253 time=240 ms
Reply from 10.0.34.3: bytes=700 Sequence=2 ttl=253 time=284 ms
Reply from 10.0.34.3: bytes=700 Sequence=3 ttl=253 time=334 ms
Reply from 10.0.34.3: bytes=700 Sequence=4 ttl=253 time=224 ms
Reply from 10.0.34.3: bytes=700 Sequence=5 ttl=253 time=344 ms
Reply from 10.0.34.3: bytes=700 Sequence=6 ttl=253 time=275 ms
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Reply from 10.0.34.3: bytes=700 Sequence=7 ttl=253 time=534 ms

Reply from 10.0.34.3: bytes=700 Sequence=8 ttl=253 time=184 ms

Reply from 10.0.34.3: bytes=700 Sequence=9 ttl=253 time=204 ms

w w w w

Reply from 10.0.34.3: bytes=700 Sequence=10 ttl=253 time=314 ms
---10.0.34.3 ping statistics ---

10 packet(s) transmitted

10 packet(s) received

0.00% packet loss

round-trip min/avg/max = 184/293/534 ms

IHEHREREFTHEMER , A=6 , RAFIRIZ AEFEEIBIEEEE.
MBRS3_ERUREEREEE |

[S3]interface Ethernet0/0/13
[S3-Ethernet0/0/13]undo gos lr outbound

IEFBEZIRA LAEApingfs SSLIMEIZEERIAVARE | IREBA/NI700
¥, R107M8,

[R4]ping -s 700 -c 10 10.0.34.3
PING 10.0.34.3: 700 data bytes, press CTRL C to break
Reply from 10.0.34.3: bytes=700 Sequence=1 ttl=253 time=1918 ms
Request time out
Reply from 10.0.34.3: bytes=700 Sequence=3 ttl=253 time=1762 ms
Request time out
Request time out
Request time out
Request time out
Request time out
Request time out

Request time out

---10.0.34.3 ping statistics ---
10 packet(s) transmitted
2 packet (s) received
80.00% packet loss
round-trip min/avg/max = 1762/1840/1918 ms

WrskcEC/m , ZEME , FREBETRIEESERBIFE R, RASRIZE
T EEA R E (.
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SEh. REETFAVINHEERSHERR

AT ERRBDHEDE B ERMNERZE | IEETEEE T8
EETEMAZEREDAYDTUFR,

£R1_EEEWREDEFERdata |, EEEFTDSCPILFRHITEF | BiRE
EBRigA90 , FIRIRA50 , EFHERIRA30,
[Rl]drop-profile data
[Rl1-drop-profile-datalwred dscp
[Rl1-drop-profile-dataldscp af32 low-limit 50 high-limit 90 discard-percentage
30

ER1 LIRS ItE Rqueue-profilel , EETEREMAWFQRASI , FHIE
FiEMRdatadfE , BRESMSER , (MERRIERIESEREMAPQBAT,
[Rl1]gos queue-profile queue-profilel

[Rl-gos—queue-profile-queue-profilel]queue 3 drop-profile data

[Rl-gos—-queue-profile-queue-profilel]schedule wfqg 3 pg 5

FER1AYS1/0/0 LRz FARA A&RHR

[Rl]linterface Serial 1/0/0

[R1- Serial0/0/1]gos queue-profile queue-profilel

EEEERBAIRIRIES.

[Rl]display gos queue-profile queue-profilel
Queue-profile: queue-profilel
Queue Schedule Weight Length (Bytes/Packets) Gts (CIR/CBS)

3 WEQ 10 0/0 =)=

R SR RESIESRED BIER TWFQSPQRAS,
BEERENEFERER.

[Rl]display drop-profile data
Drop-profile[l]: data

DSCP Low-limit High-limit Discard-percentage
default 30 100 10
1 30 100 10
2 30 100 10
3 30 100 10
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4 30 100 10
5 30 100 10
6 30 100 10
7 30 100 10
csl 30 100 10
9 30 100 10
afll 30 100 10
11 30 100 10
afl2 30 100 10
13 30 100 10
afl3 30 100 10
15 30 100 10
cs2 30 100 10
17 30 100 10
af21l 30 100 10
19 30 100 10
af22 30 100 10
21 30 100 10
af23 30 100 10
23 30 100 10
cs3 30 100 10
25 30 100 10
af3l 30 100 10
27 30 100 10
af32 50 90 30
29 30 100 10
af33 30 100 10
31 30 100 10
cs4 30 100 10
33 30 100 10
af4l 30 100 10
JLNEREIEE LR , FIRBESEFME-EMR | EREBREN
XM AYESEEVAE.

SE. REETRNAZEEESHERR

AT ERABBHE ST ZEERNNEHRE IR EE T RAREE

EIEMAEE RS TR,

MEBABREIEFmRASH \*‘BE’JEF'JﬁﬁR3ZIEﬂEI’Ji =
B XIEMQOSHRILE | (F1§RASRIBEEEIEFEAYE

MNEERE
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RSB A A R1$EMS1/0/0_ERASIIENRASTE .

[Rl]interface GigabitEthernet 0/0/1

[R1-GigabitEthernet0/0/1]undo gos queue-profile

Z‘R4t1§%pingnpw INEERIANEEN | REFIPNEAH10.0.1454 , €
F/NAH700=FT , X101ME,

[R4]ping -a 10.0.145.4 -s 700 -c 10 10.0.34.3
PING 10.0.34.3: 700 data bytes, press CTRL C to break
Reply from 10.0.34.3: bytes=700 Sequence=1 ttl=253 time=1279 ms
Request time out
Reply from 10.0.34.3: bytes=700 Sequence=3 ttl=253 time=1587 ms
Reply from 10.0.34.3: bytes=700 Sequence=4 ttl=253 time=1827 ms
Request time out
Reply from 10.0.34.3: bytes=700 Sequence=6 ttl=253 time=1717 ms
Request time out
Request time out
Request time out

Request time out

---10.0.34.3 ping statistics ---
10 packet(s) transmitted
4 packet(s) received
60.00% packet loss
round-trip min/avg/max = 1279/1602/1827 ms

IRy \jfunB SoERZ BRI AETEIRE , Z8ISK™E , RALTES
R3#EIEE

£R1_E6I3EACL3001PLAEM10.0.145.4K4F10.0.34. 310RE.

[R1]acl number 3001
[Rl-acl-adv-3001]rule O per ip source 10.0.145.4 0.0.0.0 destination 10.0.34.3
0.0.0.0

@JLIﬁEﬁa\éclass ef , ITECACL3001 , lfEiR1T /sbehavior-ef , BCERAS!
FREATUHEF , HEA10Kbps,

[Rl1]traffic classifier class-ef
[Rl-classifier-class-ef]if-match acl 3001
[Rl-classifier-class-ef]ltraffic behavior behavior-ef

[Rl-behavior-behavior-ef]queue ef bandwidth 8

Bl D Hclass-af32 , ILEDSCPENAF2HEIERE , Sl RITH
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behavior-af32 , EeER\FIERSVHAF , H88/930Kbps , 5EF&ERdata
4E.

[Rl]traffic classifier class-af32
[Rl-classifier-class-af32]if-match dscp af32
[R-classifier-class-af321]traffic behavior behavior-af32
[Rl-behavior-behavior-af32]queue af bandwidth 30

[Rl-behavior-behavior-af32]drop-profile data

tliEimRigpolicy-1 , KB D Sclass-effliiz{Ebehavior-ef , 5
class-af32f07iish{Ebehavior-af32 , H1ER1A9#2S1/0/0_ M .

[Rl]traffic policy policy-1

b3

[Rl-trafficpolicy-policy-1l]lclassifier class-ef behavior behavior-ef
[Rl-trafficpolicy-policy-1l]classifier class-af32 behavior behavior-af32
[Rl-trafficpolicy-policy-1]interface Serial 1/0/0
[R1-Seriall/0/0]traffic-policy policy-1 outbound

ERA E{EApingan STWHEERBIEEN | IREFMEANNAT00 |, iRty
1F7910.0.145.4 , MEA10,

[R4]ping -a 10.0.145.4 -s 700 -c 10 10.0.34.3
PING 10.0.34.3: 700 data bytes, press CTRL C to break
Reply from 10.0.34.3: bytes=700 Sequence=1 ttl=253 time=694 ms
Reply from 10.0.34.3: bytes=700 Sequence=2 ttl=253 time=391 ms

Reply from 10.0.34.3: bytes=700 Sequence=3 ttl=253 time=361 ms
Reply from 10.0.34.3: bytes=700 Sequence=4 ttl=253 time=671 ms
Reply from 10.0.34.3: bytes=700 Sequence=5 ttl=253 time=211 ms
Reply from 10.0.34.3: bytes=700 Sequence=6 ttl=253 time=611 ms
Reply from 10.0.34.3: bytes=700 Sequence=7 ttl=253 time=688 ms
Reply from 10.0.34.3: bytes=700 Sequence=8 ttl=253 time=391 ms
Reply from 10.0.34.3: bytes=700 Sequence=9 ttl=253 time=301 ms
Reply from 10.0.34.3: bytes=700 Sequence=10 ttl=253 time=651 ms

--- 10.0.34.3 ping statistics ---
10 packet(s) transmitted
10 packet(s) received
0.00% packet loss
round-trip min/avg/max = 211/497/694 ms

BRIXMARWAREBIRENEFIASIG , MAERLIATLISRIEVIFEB(S.
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BihNsEls: BEFHIGIIE

QoSEERED RS KEEIXI AR EFSHIIRSRERIRILE |, RIEHEEFIRER.
WE—T , TERAVNBINES Y RAIEERIRSRERM , ANMAFEEAQOS ?

SCieFeRkfa  ERBIRSIRERX T QoSHIZELMEIFE., HEHEETIIQoS
RIS RERE—T,

RERELE

<Rl>display current-configuration
[V200R001C00SPC200]
#
sysname R1
#
acl number 3001
rule 0 permit ip source 10.0.145.4 0 destination 10.0.34.3 0
#
drop-profile data
wred dscp
dscp af32 low-limit 50 high-limit 90 discard-percentage 30
#
gos queue-profile queue-profilel
queue 3 drop-profile data
schedule wfg 3 pg 5
#
gos map-table dscp-dscp
input 26 output 0
#
traffic classifier class-ef operator or
if-match acl 3001
traffic classifier class-af32 operator or
if-match dscp af32
#
traffic behavior behavior-ef
queue ef bandwidth 10 cbs 250
traffic behavior behavior-af32
queue af bandwidth 30

drop-profile data
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traffic behavior behavir-af32

queue af bandwidth 30

#

traffic policy policy-1

classifier class-ef behavior behavior-ef
classifier class-af32 behavior behavior-af32
#

interface Seriall/0/0

link-protocol ppp

ip address 10.0.12.1 255.255.255.0

trust dscp

traffic-policy policy-1 outbound

baudrate 72000

#

interface GigabitEthernet0/0/1

ip address 10.0.145.1 255.255.255.0

trust dscp override

#

ip route-static 10.0.34.0 255.255.255.0 10.0.12.2
#

Return

<R2>display current-configuration
[V200R001C00SPC200]

#

sysname R2

#

interface Seriall/0/0

link-protocol ppp

ip address 10.0.12.2 255.255.255.0
#

interface GigabitEthernet0/0/2

ip address 10.0.34.2 255.255.255.0
#

ip route-static 10.0.145.0 255.255.255.0 10.0.12.1
#

return

<R3>display current-configuration
[V200R001C00SPC200]

#

sysname R3

#
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interface GigabitEthernet0/0/2

ip address 10.0.34.3 255.255.255.0

#

ip route-static 0.0.0.0 0.0.0.0 10.0.34.2
#

return

<R4>display current-configuration
[V200R001C00SPC200]

#

sysname R4

#

interface GigabitEthernet0/0/1

ip address 10.0.145.4 255.255.255.0

#

ip route-static 0.0.0.0 0.0.0.0 10.0.145.1
#

return

<R5>display current-configuration
[V200R001C00SPC200]

#

sysname R5

#

interface GigabitEthernet0/0/1

ip address 10.0.145.5 255.255.255.0

#

ip route-static 0.0.0.0 0.0.0.0 10.0.145.1
#

return

<S3>display current-configuration

#

!Software Version V100R006CO0SPC800
sysname S3

#

interface Vlanifl

ip address 10.0.145.3 255.255.255.0
#

ip route-static 0.0.0.0 0.0.0.0 10.0.145.1
#

nga test-instance admin udp

test-type udp
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destination-address ipv4 10.0.34.4
destination-port 6000

tos 28

frequency 3

interval seconds 1

timeout 1

datasize 5800

start now

nga test-instance admin jitter
test-type jitter
destination-address ipv4 10.0.34.4
destination-port 6000

tos 46

frequency 3

interval milliseconds 20

timeout 1

datasize 90

start now

#

return

<S4>display current-configuration

#

!Software Version V100R006CO0SPC800
sysname S4

#

interface Vlanifl

ip address 10.0.34.4 255.255.255.0
#

nga-server udpecho 10.0.34.4 6000
#

ip route-static 0.0.0.0 0.0.0.0 10.0.34.2

#

return
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F3ESS

TE—. BilfitES IP filt

LERTARRERESFNRSIAN1S3 |, SABCEIPHBLEFNEAD.

<Rl>system-view

Enter system view, return user view with Ctrl+Z.
[Rl]linterface Serial 1/0/0

[R1-Seriall/0/0]ip address 10.0.12.1 255.255.255.0
[R1-Seriall/0/0]interface GigabitEthernet 0/0/1
[R1-GigabitEthernet0/0/1]ip add 10.0.145.1 255.255.255.0

<R2>system-view

Enter system view, return user view with Ctrl+Z.
[R2]interface Serial 1/0/0

[R2-Seriall/0/0]ip address 10.0.12.2 255.255.255.0
[R2-Seriall/0/0]interface GigabitEthernet 0/0/2
[R2-GigabitEthernet0/0/2]ip address 10.0.34.2 255.255.255.0

<R3>system-view

Enter system view, return user view with Ctrl+Z.
[R3]interface GigabitEthernet 0/0/2
[R3-GigabitEthernet0/0/2]ip address 10.0.34.3 255.255.255.0

<R4> system-view

Enter system view, return user view with Ctrl+Z.
[R4]interface GigabitEthernet 0/0/1
[R4-GigabitEthernet0/0/1]ip address 10.0.145.4 255.255.255.0

<R5>system-view

Enter system view, return user view with Ctrl+Z.
[R5]interface GigabitEthernet 0/0/1
[R5-GigabitEthernet0/0/1]ip address 10.0.145.5 255.255.255.0

<S3>system-view

Enter system view, return user view with Ctrl+Z.
[S3]interface Vlanif 1

[S3-Vlanifl]lip address 10.0.145.3 255.255.255.0

<S4>system-view

Enter system view, return user view with Ctrl+7Z.
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[S4]interface Vlanif 1
[S4-V1anifl]ip address 10.0.34.4 255.255.255.0

BiESTRE . MBS RAEE M.
[Rl]ping -¢ 1 10.0.12.2

PING 10.0.12.2: 56 data bytes, press CTRL C to break
Reply from 10.0.12.2: bytes=56 Sequence=1 ttl=255 time=36 ms

---10.0.12.2 ping statistics ---
1 packet(s) transmitted
1 packet(s) received
0.00% packet loss
round-trip min/avg/max = 36/36/36 ms

[Rl]ping -c¢ 1 10.0.145.3
PING 10.0.145.3: 56 data bytes, press CTRL C to break
Reply from 10.0.145.3: bytes=56 Sequence=1 ttl=255 time=35 ms

--- 10.0.145.3 ping statistics ---
1 packet(s) transmitted
1 packet(s) received
0.00% packet loss
round-trip min/avg/max = 35/35/35 ms

[Rl]ping -c¢ 1 10.0.145.4
PING 10.0.145.4: 56 data bytes, press CTRL C to break
Reply from 10.0.145.4: bytes=56 Sequence=1 ttl=255 time=6 ms

--- 10.0.145.4 ping statistics ---
1 packet(s) transmitted
1 packet(s) received
0.00% packet loss

round-trip min/avg/max = 6/6/6 ms

[Rl]ping -c¢ 1 10.0.145.5
PING 10.0.145.5: 56 data bytes, press CTRL C to break
Reply from 10.0.145.5: bytes=56 Sequence=1 ttl=255 time=6 ms

--- 10.0.145.5 ping statistics ---
1 packet(s) transmitted
1 packet (s) received
0.00% packet loss

round-trip min/avg/max = 6/6/6 ms
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[R2]ping -c 1 10.0.34.3
PING 10.0.34.3: 56 data bytes, press CTRL C to break
Reply from 10.0.34.3: bytes=56 Sequence=1 ttl=255 time=5 ms

---10.0.34.3 ping statistics ---
1 packet(s) transmitted
1 packet(s) received
0.00% packet loss

round-trip min/avg/max = 5/5/5 ms
[R2]ping -c¢ 1 10.0.34.4
PING 10.0.34.4: 56 data bytes, press CTRL C to break
Reply from 10.0.34.4: bytes=56 Sequence=1 ttl=255 time=36 ms
---10.0.34.4 ping statistics ---
1 packet(s) transmitted
1 packet(s) received

0.00% packet loss
round-trip min/avg/max = 36/36/36 ms

S$E=. OEMSIEH

FERTEISERIRTIIENS3 | S4 LRCEFSIRH.

[R1]ip route-static 10.0.34.0 255.255.255.0 10.0.12.2
[R2]ip route-static 10.0.145.0 255.255.255.0 10.0.12.1
[R3]ip route-static 0.0.0.0 0.0.0.0 10.0.34.2

[R4]ip route-static 0.0.0.0 0.0.0.0 10.0.145.1

[R5]ip route-static 0.0.0.0 0.0.0.0 10.0.145.1

[S3]ip route-static 0.0.0.0 0.0.0.0 10.0.145.1

[S4]ip route-static 0.0.0.0 0.0.0.0 10.0.34.2

BeESeRkfE X MESIEE M,
[S3]ping -c 1 10.0.34.4
PING 10.0.34.4: 56 data bytes, press CTRL C to break
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Reply from 10.0.34.4: bytes=56 Sequence=1 ttl=252 time=40 ms

---10.0.34.4 ping statistics ---
1 packet(s) transmitted
1 packet(s) received
0.00% packet loss
round-trip min/avg/max = 40/40/40 ms

[R4]Jping -c 1 10.0.34.3
PING 10.0.145.4: 56 data bytes, press CTRL C to break
Reply from 10.0.145.4: bytes=56 Sequence=1 ttl=255 time=3 ms

--- 10.0.145.4 ping statistics ---
1 packet(s) transmitted
1 packet(s) received
0.00% packet loss

round-trip min/avg/max = 3/3/3 ms

[R5]ping -c¢ 1 10.0.34.3
PING 10.0.34.3: 56 data bytes, press CTRL C to break
Reply from 10.0.34.3: bytes=56 Sequence=1 ttl=253 time=44 ms

---10.0.34.3 ping statistics ---
1 packet(s) transmitted
1 packet(s) received
0.00% packet loss

round-trip min/avg/max = 44/44/44 ms

$B=. BiE DSCP {RERAIEFC

NENBHEIEST , 0, ZE=FWSS , BRATATRRERS S ERZERY
EEARBEETER , LRSS HI 7,

B EEiRE IR QoSKELIIESTIRYAINTAIE | MR ATHERIL,

FBRASRIZERIMERUNESIR , IFRESR3IZERIREEUI MR
3, BS3E5SAZERIIRSEINAEIRIRS. & RGBS IRGIMSRRS
—REHIERAIQOSIHRES , MEWRHRSIBANREASE &k,

EEESIRXAIDSCPEFRCHEF , MR SCAIDSCP{EIRCHAF32,
ES1 ERIEEACL3001 , 3002 , 5BIPCEERAEIERS , RSEMFRIAURE.

[S1]lacl number 3001
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[Sl-acl-adv-3001]rule O permit ip source 10.0.145.4 0 destination 10.0.34.3 O
[Sl-acl-adv-3001]Jacl number 3002

[Sl-acl-adv-3002]rule O permit ip source 10.0.145.5 0 destination 10.0.34.3 O

7£S1 kRl iRy 2class-voice-s1 , PLEZACL3001, GUERITH
behavior-voice-sl , EDSCP{ILic R EfRCEF,

ClEEREREpolicy-voice-s1 , KBk Sclass-voice-s1 51T
behavior-voice-s1 , 1£#20G0/0/489 N T3 A _LARZRSREE.

[Sl]traffic classifier class-voice-sl
[Sl-classifier-class-voice-sl]if-match acl 3001
[Sl-classifier-class-voice-sl]traffic behavior behavior-voice-sl
[Sl-behavior-behavior-voice-sl]remark dscp ef
[Sl-behavior-behavior-voice-sl]traffic policy policy-voice-sl
[Sl-trafficpolicy-policy-voice-sl]classifier class-voice-sl behavior
behavior-voice-sl

[Sl-trafficpolicy-policy-voice-sl]interface GigabitEthernet 0/0/4
[S1-GigabitEthernet0/0/4]traffic-policy policy-voice-sl inbound

fES1 BBt resclass-video-s1 , FLECACL3002, EUZiITH
behavior-video-sl , ¥3DSCP{LACREFRCHAF32, BIEERIRES
policy-video-sl , KBk 2class-video-s1 51T 9behavior-video-sl , 7

#MGO/0/5INT3 E_ LM A sk,

[Sl]traffic classifier class-video-sl
[Sl-classifier-class-video-sl]if-match acl 3002
[Sl-classifier-class-video-sl]traffic behavior behavior-video-sl
[Sl-behavior-behavior-video-sl]remark dscp af32
[Sl-behavior-behavior-video-sl]traffic policy policy-video-sl
[Sl-trafficpolicy-policy-video-sl]classifier class-video-sl behavior
behavior-video-sl

[Sl-trafficpolicy-policy-video-sl]interface GigabitEthernet 0/0/5
[S1-GigabitEthernet0/0/5]traffic-policy policy-video-sl inbound

f£S2 L8IEACL3001 , 3002 , 17 5IPLECR3ZETERS , R3IZEERSHIMRE.

[S2]acl number 3001

[S2-acl-adv-3001]rule O permit ip source 10.0.34.3 0 destination 10.0.145.4 O
[S2-acl-adv-3001]acl number 3002

[S2-acl-adv-3002]rule O permit ip source 10.0.34.3 0 destination 10.0.145.5 O

1ES2_FRlsE sy Zclass-voice-s2 , FLEZACL3001, BIERITH
behavior-voice-s2 , EDSCP{Ic R EfRCIEF,

[S2]traffic classifier class-voice-s2
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[S2-classifier-class-voice-s2]if-match acl 3001
[S2-classifier-class-voice-s2]traffic behavior behavior-voice-s2

[S2-behavior-behavior-voice-s2]remark dscp ef

1ES2_ Rl Zclass-video-s2 , PLEZACL3002, BIEERITH
behavior-video-s2 , IEDSCP{scRkErric IAF32,

[S2]traffic classifier class-video-s2
[S2-classifier-class-video-s2]if-match acl 3002
[S2-classifier-class-video-s2]traffic behavior behavior-video-s2

[S2-behavior-behavior-video-s2]remark dscp af32

7£S2 Rl R SRR&policy-voice-video-s2 , KEkimmHEclass-voice-s2 53
{7 9behavior-voice-s2 , KBk Eclass-video-s2 5% 7R
behavior-video-s2 , 7E#£[0G0/0/38I N5 1A _E M Bz skEg.

[S2]traffic policy policy-voice-video-s2
[S2-trafficpolicy-policy-voice-video-s2]classifier class-voice-s2 behavior

behavior-voice-s2

[S2-trafficpolicy-policy-voice-video-s2]classifier class-video-s2 behavior
behavior-video-s2

[S2]interface GigabitEthernet 0/0/3

[S2-GigabitEthernet0/0/3]traffic-policy policy-voice-video-s2 inbound

RN RERSERNES

EREESED BRI ORI LB RERN, | ERRERZE,
FES1A9OG0/0/1 5| LECERERR, , CIRIR/128kbit/s,

[Sl]linterface GigabitEthernet 0/0/1
[S1-GigabitEthernet0/0/1]gos lr outbound cir 128

BEREREIRERER.

[Sl]display gos lr outbound interface GigabitEthernet 0/0/1
GigabitEthernet0/0/1 1lr outbound:
cir: 128 Kbps, cbs: 16000 Byte

FES2/9#2G0/0/2H 75 M EECEREEER , CIRI®/9128kbit/s,

[S2]interface GigabitEthernet 0/0/2
[S2-GigabitEthernet0/0/2]gos 1lr outbound cir 128
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BERERTERERER.

[S2]display gos lr outbound interface GigabitEthernet 0/0/2
GigabitEthernet0/0/2 lr outbound:
cir: 128 Kbps, cbs: 16000 Byte

EATRSEMO RN E O HSE LEERERE  H—PERRERE,
ARIAYEOGO/0/ING B LEERERE | CIRIRAT72kbit/s,

[Rl1]interface GigabitEthernet 0/0/1

[R1-GigabitEthernet0/0/1]gos car inbound cir 72

FER289#ZOG0/0/2 N5 A LR ERERE , CIRI®R/S72kbit/s,

[R2]interface GigabitEthernet 0/0/2

[R2-GigabitEthernet0/0/2]gos car inbound cir 72

SEL. BREETFRREIRAESESHEES

EARISERSH T OIS S ST AR EER SRR,
REESRRIGER  ficL , REUHRRDEEBIHE.

BcER1AYE2OGO/0/1{5(EDSCPHLSEER.,

[Rl]interface GigabitEthernet 0/0/1
[R1-GigabitEthernet0/0/1]trust dscp

ER1_EEIEWREDEF & Rvideo-rl , (EHEFDSCPILARHITEF , 1§
EHE FPRIR /50 , EFRIRA0 , EFHIFIRA30 ,
[Rl1]drop-profile video
[Rl1-drop-profile-video-rl]wred dscp
[Rl1-drop-profile-video-rlldscp af32 low-limit 50 high-limit 90

discard-percentage 30

ER1 LoDy Zclass-af32-r1 , PLELDSCPENAF2HHITAE., Bl
i Abehavior-af32-rl , BEERAIIAE S AAF , RATm mOEATRE D
Ebig 940 , HE5EFERvideo-rl4HsE,

Rl]traffic classifier class-af32-rl

Rl-classifier-class-af32-rl]lif-match dscp af32

(
(
[Rl-classifier-class-af32-rl]ltraffic behavior behavior-af32-rl
[Rl-behavior-behavior-af32-rl]queue af bandwidth pct 40

(

Rl-behavior-behavior-af32-rl]ldrop-profile video-rl
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TER1_EBIEETRS ZKclass-ef-rl , ILEEDSCPENEFRNIES R, AIERITH
behavior-ef-rl B ERAFIRIEE S TUNEF & XFEE GEOTERA S IR/I30,
[Rl]traffic classifier class-ef-rl
[Rl-classifier-class-ef-rl]if-match dscp ef
[Rl-classifier-class-ef-rl]ltraffic behavior behavior-ef-rl
[

Rl-behavior-behavior-ef-rl]queue ef bandwidth pct 30

ER1 LGRS policy-rl , KEXRDZEclass-af32-r1S5imiTh
behavior-af32-rl , XKEtimoZEclass-ef-rl 5T Abehavior-ef-rl |, FHEEO
S1/0/089 /5 LR,

Rl]ltraffic policy policy-rl

Rl-trafficpolicy-policy-rl]lclassifier class-af32-rl behavior behavior-af32-rl

[
[
[Rl-trafficpolicy-policy-rl]lclassifier class-ef-rl behavior behavior-ef-rl
[Rl-trafficpolicy-policy-rl]linterface Serial 1/0/0

(

Rl1-Seriall/0/0]traffic-policy policy-rl outbound

EAERERL EEE TS | EARDERR2_ EBIFENACE.
BCER2AYEMGO/0/2{S{EDSCPHLTEER.

[R2]interface GigabitEthernet 0/0/2
[R2-GigabitEthernet0/0/2]trust dscp

ER2 LBIEEWREDEF&Rvideo-r2 , (FEETFDSCPILARIAITER , ¥
EHE FPRIR /950 , EFRIRA0 , EFHIFIRA30 ,
[R2]drop-profile video-r2
[R2-drop-profile-video-r2]wred dscp
[R2-drop-profile-video-r2]dscp af32 low-limit 50 high-limit 90

discard-percentage 30

ER1 LRl Zclass-af32-r2 , ILELDSCPENAF2HHTAE., Bl
i Abehavior-af32-r2 , BEERAIIAE SN AAF , EAm mAEATRE D
Ebig 940 , HEEFERvideo-r2455E,

R2ltraffic classifier class-af32-r2

R2-classifier-class-af32-r2]if-match dscp af32

(
(
[R2-classifier-class-af32-r2]traffic behavior behavior-af32-r2
[R2-behavior-behavior-af32-r2]queue af bandwidth pct 40

(

R2-behavior-behavior-af32-r2]drop-profile video-r2

ER1 _FEIERS %class-ef-r2 , ICEDSCPIENEFIESRE, AI@ERTH
behavior-ef-r2 ,BEcEAFIAIRAE SN NEF &K OEOw A otiR 30,
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[R2]traffic classifier class-ef-r2
[R2-classifier-class-ef-r2]if-match dscp ef
[R2-classifier-class-ef-r2]traffic behavior behavior-ef-r2

[R2-behavior-behavior-ef-r2]queue ef bandwidth pct 30

ER1 EBlERERERpolicy-r2 , XKEXifitrSclass-af32-r255747/9
behavior-af32-r2 , XEtimoHEclass-ef-rl 5T Abehavior-ef-r2 |, FHEEO
S1/0/089tH73 1R ERZFE,

[R2]traffic policy policy-r2
[R2-trafficpolicy-policy-r2]classifier class-af32-r2 behavior behavior-af32-r2

[R2-trafficpolicy-policy-r2]classifier class-ef-r2 behavior behavior-ef-r2

[R2]interface Serial 1/0/0

[R2-Seriall/0/0]traffic-policy policy-r2 outbound

SIS DBEETRRIESEIRIT /o

NESEIEH TR BRYSE XS REHES  EFEUDPIROS
4000F 5000380 HIBRE.

AR1 EBIF2ACL3003 , PLAEMR5ZE1ER3 , UDPix[5EE/A~4000250008F
SHIRE.
[R1]acl number 3003

[Rl-acl-adv-3003]rule 0 permit udp source-port range 4000 5000 source 10.0.145.5
0 destination 10.0.34.3 0

FER1 LB Zclass-drop , FLEZACL3003 ,

[Rl]traffic classifier class-drop

[Rl-classifier-class-drop]if-match acl 3003

ER1 kg T Abehavior-drop , BcEm<deny , HTERLEENE |

[Rl]traffic behavior behavior-drop

[Rl-behavior-behavior-drop]deny

ER1_EGIEERIRIEpolicy-drop , KBk SEclass-dropSiiT o
behavior-drop , H#E#ZOGO/0/5SHINTAE LK.

[Rlltraffic policy policy-drop

[Rl-trafficpolicy-policy-droplclassifier class—-drop behavior behavior-drop
[Rl-trafficpolicy-policy-drop]interface GigabitEthernet 0/0/1
[R1-GigabitEthernet0/0/1]traffic-policy policy-drop inbound
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BERERER.

[Rl]dis traffic policy user-defined policy-drop
User Defined Traffic Policy Information:
Policy: policy-drop
Classifier: class-drop
Operator: OR
Behavior: behavior-drop

Deny

BIANsELE: BB FHIGIE

SLIGSERSE | [EIFRQOSHYAMIRAELE |, BEEQoSHEIERIRHE B E S A

REERELE

<Rl>display current-configuration
[V200R001C00SPC200]
#
sysname R1
#
acl number 3003
rule 0 permit udp source 10.0.145.5 0 source-port range 4000 5000 destination
10.0.34.3 0
#
drop-profile video-rl
wred dscp
dscp af32 low-limit 50 high-limit 90 discard-percentage 30
#
traffic classifier class-drop operator or
if-match acl 3003
traffic classifier class-ef-rl operator or
if-match dscp ef
traffic classifier class-af32-rl operator or
if-match dscp af32
#
traffic behavior behavior-af32-rl
queue af bandwidth pct 40
drop-profile video-rl

traffic behavior behavior-ef-ril
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queue ef bandwidth pct 30

traffic behavior behavior-drop

deny

#

traffic policy policy-drop

classifier class-drop behavior behavior-drop
traffic policy policy-rl

classifier class-af32-rl behavior behavior-af32-rl
classifier class-ef-rl behavior behavior-ef-rl

#

interface Seriall/0/0

link-protocol ppp

ip address 10.0.12.1 255.255.255.0

traffic-policy policy-rl outbound

#

interface GigabitEthernet0/0/1

ip address 10.0.145.1 255.255.255.0

trust dscp

gos car inbound cir 72 cbs 13536 pbs 22536 green pass yellow pass red discard
traffic-policy policy-drop inbound

#

ip route-static 10.0.34.0 255.255.255.0 10.0.12.2
#

return

<R2>display current-configuration
[V200R001C00SPC200]
#
sysname R2
#
drop-profile video-r2
wred dscp
dscp af32 low-limit 50 high-limit 90 discard-percentage 30
#
traffic classifier class-ef-r2 operator or
if-match dscp ef
traffic classifier class-af32-r2 operator or
if-match dscp af32
#
traffic behavior behavior-af32-r2
queue af bandwidth pct 40
drop-profile video-r2

traffic behavior behavior-ef-r2
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queue ef bandwidth pct 30

#

traffic policy policy-r2

classifier class-af32-r2 behavior behavior-af32-r2
classifier class-ef-r2 behavior behavior-ef-r2

#

interface Seriall/0/0

link-protocol ppp

ip address 10.0.12.2 255.255.255.0

traffic-policy policy-r2 outbound

#

interface GigabitEthernet0/0/2

ip address 10.0.34.2 255.255.255.0

trust dscp

gos car inbound cir 72 cbs 13536 pbs 22536 green pass yellow pass red discard
#

ip route-static 10.0.145.0 255.255.255.0 10.0.12.1
#

return

<R3>display current-configuration
[V200R001C00SPC200]

#

sysname R3

#

interface GigabitEthernet0/0/2

ip address 10.0.34.3 255.255.255.0

#

ip route-static 0.0.0.0 0.0.0.0 10.0.34.2
#

return

<R4>display current-configuration
[V200R001C00SPC200]

#

sysname R4

#

interface GigabitEthernet0/0/1

ip address 10.0.145.4 255.255.255.0

#

ip route-static 0.0.0.0 0.0.0.0 10.0.145.1
#

return
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<R5>display current-configuration
[V200R001C00SPC200]

#

sysname R5

#

interface GigabitEthernet0/0/1

ip address 10.0.145.5 255.255.255.0

#

ip route-static 0.0.0.0 0.0.0.0 10.0.145.1
#

return

<Sl>display current-configuration

#

!Software Version V100R006CO0SPC800

sysname S1

#

acl number 3001

rule 0 permit ip source 10.0.145.4 0 destination 10.0.34.3 0
acl number 3002

rule 0 permit ip source 10.0.145.5 0 destination 10.0.34.3 0
#

traffic classifier class-video-sl operator and
if-match acl 3002

traffic classifier class-voice-sl operator and
if-match acl 3001

#

traffic behavior behavior-video-sl

remark dscp af32

traffic behavior behavior-voice-sl

remark dscp ef

#

traffic policy policy-video-sl

classifier class-video-sl behavior behavior-video-sl
traffic policy policy-voice-sl

classifier class-voice-sl behavior behavior-voice-sl
#

interface GigabitEthernet0/0/1

gos lr outbound cir 128 cbs 16000

#

interface GigabitEthernet0/0/4

traffic-policy policy-voice-sl inbound
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#

interface GigabitEthernet0/0/5
traffic-policy policy-video-sl inbound
#

return

<S2>display current-configuration

#

!Software Version V100R006CO00SPC800

sysname S2

#

acl number 3001

rule 0 permit ip source 10.0.34.3 0 destination 10.0.145.4 0
acl number 3002

rule 0 permit ip source 10.0.34.3 0 destination 10.0.145.5 0
#

traffic classifier class-video-s2 operator and
if-match acl 3002

traffic classifier class-voice-s2 operator and
if-match acl 3001

#

traffic behavior behavior-video-s2

remark dscp af32

traffic behavior behavior-voice-s2

remark dscp ef

#

traffic policy policy-voice-video-s2

classifier class-voice-s2 behavior behavior-voice-s2
classifier class-video-s2 behavior behavior-video-s2
#

interface GigabitEthernet0/0/2

gos lr outbound cir 128 cbs 16000

#

interface GigabitEthernet0/0/3

traffic-policy policy-voice-video-s2 inbound

#

return

<S3>display current-configuration

#

!Software Version V100R006CO0SPC800
sysname S3

#
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interface Vlanifl

ip address 10.0.145.3 255.255.255.0

#

ip route-static 0.0.0.0 0.0.0.0 10.0.145.1
#

return

<S4>display current-configuration

#

!Software Version V100R006CO0SPC800
sysname S4

#

interface Vlanifl

ip address 10.0.34.4 255.255.255.0

#

ip route-static 0.0.0.0 0.0.0.0 10.0.34.2
#

return
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[Rl]display current-configuration

[R2]display current-configuration

[R3]display current-configuration

[R4]display current-configuration

[R5]display current-configuration

[Sl]display current-configuration

[S2]display current-configuration

[S3]display current-configuration

[S4]display current-configuration

[FWl]display current-configuration
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[R2]display current-configuration

[R3]display current-configuration

[R4]display current-configuration

[R5]display current-configuration

[Sl]display current-configuration

[S2]display current-configuration

[S3]display current-configuration

[S4]display current-configuration

[FWl]display current-configuration
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